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be sheoi' folly since we, a liiicrocosm of our own society, 
can neither completely escape from its frustrations 
and failures nor concurrently permit those to assume 
imioedimontra’y proportions. Successful performance of 
our contact work demands surface adaptability amounting 
to nmlti-schizophrenia vrith the corre.spoading sub surface 
maintenance of a cool detachment. The past activities • 
of^ ^ form an important ingredient of 

iVOFIRM history. V/hile taking cognizancei of and benefiting 
from the le.ssons of the past, v;e must not become prisoners 
tliereof and ipso facto negate efforts which, relatively 
speaJcing, may be more attuned to present times than when 
originally tried. Neither ca.n \ve entomb ourselves in the 
well of previous efforts on the premise that there is nothing 
new so v/hy attempt to be innovative. Intelligence by its 
very definition is an all-consuming, recondite master 
demanding a constant dipping into the ever -expanding pools 
of knowledge and events. The qu^sstion 03 ? where to dip and 
the nature of the ladle are seeiaiagiy rudimentary. Yet 
these are questions requiring the most profound analysis. 

V.’c are a statlstxcally-minded nation of p.eople psychologically 
oriented toward the gathering of facts. Based on our pre- 
conceptions of tViC' v.'?.y life should be, v,e are more inclined 
to deduce instant images from restricted facts cui'reutly 






obtained than to tiieorize within a hi.s*torical perspective 






nerreurn 



and then seek evidence pertinent to proving or disproving 



the theoretical concepts. This frequently prompts us to 



j\nup when we should be reflecting. Our preoccupation with 



XHCts to the exclusion of all else encourages adherence to 



the theory of reductionism resulting in the most complex 



situations rapidly and often erroneously being reduced to 
I 



the most simple and understandable terms. Presumably the 



Soviets and Chinese are both sufficiently au courant relative 



to this penchant foi' over -simplification to assess it as a 



major vulnerability and to exploit it accordingly. In any 



event, the purpose of this paper is fir^ to explore the 



rationale behind the presence in West Germany and West Berlin 






. 



J 



with the mission of procuring 



intelligence and counterintelligence unilaterally and through 




liaison, as v/ell as conducting political action and, 
propagraida operations in support of LNHARP vital interests 



in this area. The second pp.ppaa.e is to suggest future worJvS 



of action of a complementary and supplementary nature 



designed to contribute to the satisfaction of the essential 



requirements 



L 



J 



Wor;t Gerr'.aa Targe.t/Rationalo 



2. l/ooking at this problem in a broad context, 

we must necessarily view the question of the overall 

■\VOFIRM endeavor in. West Germany as an extremely significant 

link in LNihVRP’s worldwide chain to contain Soviet 

imperialism. With its viable economy, its j)roven scientific 
* 

genius, its talent for efficient organization, its symbolism 

( 

I 

of what can be done in a capitalist economy, its theoretical 
militar'y potential, its geographical location, its potential 
for helloing reindustrialize Comraunist Ciiina, its historic 
and current economic/political ties with Japan, its potential 
for assuming a major political role in V/estern Europe . through 
its increasingly dominant position in the EEC and its close 
political/economic/military ties with the U.S., both bilaterally 
and through NATO must maJce West Germany, for the Soviet Union, 
its major target in Western Europe. We often- seem to evidence 
some confusion a.s to precisely where our vital interests rest. 
There are those who stress the need for a de jure recognition 
of a U.S. /Soviet detente followed by bilateral U.S. /Soviet 
disarraanent and other negotiations designed to bring about 



some fool proof guarantee of a peaceful world. Continued 
moves toward disarmament are a necessity as long as accompanied 
by , full coordination with our Allies. However, in tlie 
absence of some reliable disarmair.ent agreement which would 
seem more myth than rea,lity - there should be no question, 
in our minds that the maintenance of V/est Germany as a 
staunch member of the anti-Commuiiist camp is essential to 
our future iia,tional security interests. There are those whq 
would advocate a demilitarization of both Germanies as a 
maximum concession to the Soviet Union which, no longer 
feeling threatened, would assume a purely iieaceful posture 

I 

toward V/estern Europe and .would be amenable to close 
collaboration with the U.S. in settling the world^s problems. 

We cannot afford to daydream or be unrealistic. As of 1967 
the combined U, S ./European NATO GNP was 1,302.2 billion i 
compared with the combined USSR/Eastern European GNP for 
the sane period of 488 billion. This relative imbalance 
is obviously in our favor and, certainly from the standpoint 
of relative potential for current and future military 
expenditures, we should want to keep it this v/ay . European 



NATO^s contribution to the above figure was 540 billion. 

The GNP for China for 19S6 \>fas estimated at 80 billion, 
a substantial portion of which inust bo used to feed, clothe 
and sJiolta: some 750 million people. In terms of capacitj’’ 
for disturbing our most vital interests, the Soviet bloc, 
for the immediate future, presents by far the greater 
danger. Tor the foreseeable future our primary interest 

I 

should focus on Europe, Should \Vest Germany with its 

* f 

approximately 160 billion GNP fal]. to the Soviets either 
through external aggres.sion or the rise of internal chaos 
resulting in tlie formation of a pi’o-Soviet government, 
we would suffer an unprecedented blov.' which Vi/ould patently 
have adverse ramifications throughout European NATO with 
absolutely unpredictably dire consequences. The grov/th 
in West Germany of a policy of non-alignment between East 
and Y/est v/ould substantially reduce the credibility of our 
current military deterrent in Soviet eyes. 

3, The key role that Y/est Germany plays in the overall 
NATO defense structure, the political/economic leverage it i 



able to exercise in areas of primary interest to the Soviets 



military power in her ovm ri{jht places West Germany in 
the unenviable position of being the primary Soviet 
target in Vr’estorn Europe in terms of potential danger to the 
vital interc^3ts of the USSR. Correspondingly, we on the 
scene are placed in the position of obtaining, on the one 
hand, infox'mation apixlicable to countering an all-inclusive 
Soviet effoi't designed to ultimately bring West Germany 
undei' Soviet hegemony and, on the other, deny to the Soviets 
such infoi’mation and economic goods as would strengthen 
their capability for military/political maneuvering to the 
detriment of the West. Within this framework we, if 
successful in projecting a bettor image of Soviet intentions, 
capabilities and courses of action directed against 
the FRG, may by extension succeed in dev'eloping the 
equally valuable by-product of information on Soviet 
military and scientific developments. There are obviously 
an infinite nurabei' of variables here but - oxitside of the 
p\ire bluff category the possibility of which can never 
be lightly dismissed - there is generally an interesting 
pairing of considered capabilities and aggressive intentions. 



they be military, political, ocoiioiaic or a combination 
thereof, will depend to some’ extent on FRG activities in 
the same fields, a, valid insight into the Soviet view 
of the picture would probably give us an almost equally 

valid insight into FRG activities across a broad spectrum, 

! : ■ ’ 
i.e,, if Soviet espionage is as capable as v/e may assume. 

■JThe converse is not necessarily true since we must assume 

I 

That the Soviets know a great deal more about FRG 

I 

intentions and capabilities than the FRG knows about 
those of the Soviets. Although we should naturallj'^ prefer 
to see Soviet and FRG intentions through Soviet miirors, 
those mirrors that are currently aval labile may be expected 
to generally project events with a self-serving curvature. 
Y/hile seeking a more perfect Soviet mirror as exemplified 
by an induced defection, we should be remiss if v/e did 
not attempt to talce full advantage of Germ.an mirrors despite 
the attenuated coverage resulting from a noticeably narrower 
field of vision. 

4. Essentially, through heavy concentration on 



German contacts to obtain information on Soviet intentions 



increasiiic: tricJ'le ox disseir.inable and operational 

information on our Soviet target, will by the very 

nature of the endeavor substantially increase our 

knowledge of the raost sensitive German tai'gets such ^as 

the HFA, the MOD, tJie Chancellor's office, the All-Gerraan 

Affairs Office and the Ministry of Scientific Research, 

to name but a few. Moreover, as our knowledge of the 
I i 

most ' sensitive activities of the above entities grows, we, 
relatively speaking, will find ourselves developing a 
coi'responding sensitivity to Soviet interests in these 
sairie targets and to Soviet machinations designed to 
achieve Soviet aims. Each step forward on the Y/est 
German target should propel us at least a mini-step 
forward on the Soviet target. Although a,n over-simplification 
of an extremely complex situation, in essence v/e have a 
thx’ee pai't equation with LNHARP, the Soviets and the FRG 
forming the constituent parts. Any significant move by‘ 
one of the above parts must necessarily cause a reassessment 
by the other two parts who may then move or stand pat, o.s 
the case may be. Such an equation is patently in a state 



being a factor to be constantlj' watched. Before we 

1 

can expect to ferret out indications of Soviet intentions 
and capa,bilities vis-a-vis tlie FRG, as case officers v/e 
must first develop the. most comprehensive understanding 
possible of U.S. pos'^war policies toward the FRG, and 
remain au courant on current and impending U.S. ^Dolicy 
moves directly affecting the FRG and the USSR in the 
economic, military and political fields. As a corollary 
to this we must develop a keen sense of FRG reaction to 
our post war policies, some historical knowledge of the 
develoiDment of the German state, an understanding of the 
insecurity endemic in the feelings of a i:>roud but 
conquered people, an insight into the workings of the 
grand coalition and its political base, an intuitive 
feeling for moves theoretically calculated to lay the 
infrastructure for West Germany’s developijig an independent 
military deterrent, the names and backgrounds of political 
figures involved in tl'^e FRG decision making process, a 
knov/ledge of topics designed to bring Soviet and FRG 
representatives together for official discussions such 



It is 



I'cpoi'tcci rilG reaction to these get-together.-.; . 

only through understanding Lti'fllARP thinking on major icsxies 

and getting raaximuin amount of information on West German 

thinking on the same issues that v/e can even hope to 

theor'ize relevant to possible Soviet reaction - which 

could manifest itself on a multi-dimensional front - and 

! I _ 

b<? able to probe for and recognize valid indications of 

pfeci.sely what the Soviets have in mind as we converse 

1 ■ 

with German and other contacts. This sort of background. 

i 

knowledge can be acquii'ed only through I'eligiously perusing 
State and WOFIRM tra.ffiCj through as much outside background 

reading as possible and tlu’ough supplementary discussion 

( 

sessions among the case officers. 

5. If the above hypothesis is accepted, it would 
seem that we would literally be shortchanging ourselves 
by adherence to a policy of compartment ing the efforts 
of our case officers into fairly proscribed areas, FRG 
and Soviet moves and countermoves in response to each 
other and/oi- as , a reaction to LNHARP moves are the 
primary progenitors of the particular arabience in which 
we v/ork in our efforts to fill with good intelligence 



these fi'aps a.t least contributes to the maintenance of the 
substantial equities of LiTIh'^RP here. 

6. In a less pronounced way, the China target, as 



above equation. China, as contrasted with the Soviet Union, 
poses no military danger to West Germany; neither does 
she appear to have the resources which, in the foreseeable 



future, could conceivably produce an internal uprising- 
resulting in a pro-Mao government in West Gei-many. The 
Chinese would be the first to realize the drea,m like qualities 
of any such endeavors and any sensible Gerraan recognizes 
this. Thus, the overwhelming majority of the Germans 
probably do not permit themselves to bo unduly obsessed by 
the menace posed by the yellow peril. There have been 
rumors for the past 18 niOiUths that the West Germans may 
revert to playing geo politics in Asia, in an a,ttempt to 
strengthen Communist China as a counterpoise to the Soviet 
Union. Although there are no firm indications that such 
an effort is underv/ay, any such attempt -assuming a substantial 
individual endeavor were resolved - v/ould tend to immediately 




, can also be fitted into the 



examination by the Soviets of t)^e magnitude of the 

future universal threat from China and create a new 

' . ^ 

ambience for the development of FRG/Sino economic relations. 
Thus, the entire i^roblem once again becomes an indivisible 
one, giving one pause to Avonder whether Ave can really 



do jvistice to our coverage of the Soviet targej; hei^e 




target and whether the China target can/ adequate l}”^ covered 
from here Avithout the case officers involved having 
fairly extensive knowledge of deA^elopraents Avithin the 
U.S./We.st German/Soviet sjoidronie, many of Avhich must, 
by their very na.ture, have a considerable bearing on the 
extent and nature of FRG economic dealings Avith China. 

For example, a grov/ing FRG belief that the U.S. Avas 
planning on AvithdraAving sizeable numbers of its armed 
forces from the FRG because of an inability to agree on 
offset costs, and FRG conviction that the U.S, Avould 
rely on the flexible resp)onse theory to defend West 
Europe against a Soviet inva.sion and/or a combination 
of other factors could cause the FRG, looking to its 
own survival, to attempt to counter the resulting 



Inf oi'rnation that the FRG- v/as moving in this or that 

f 

direction could lead to tlie recognition of indications 
of this on the part of the knovv’ledgoable case officer 
and the opportunitj' for other probes applicable to 
the FRG and Soviet targets. V*'e should like to explore 



at some greater len[ 



what we are seeking 



th the following paragraphs precisely 
to find out about FRG and Soviet 



intentions vis-a-vis each other and vis-a-vis LNILARP in 



terms of the above tliree part eepaation. 



7.. Political (FRO/Sov'^iet/I-illiARP) : It is not the 

purpose of this paper to suitunarize political reportingj^ 

~Iand the embassy's politica,! section bearing 
directly on matters of topical concern such as Soviet/f'RG 
talks relevant to a renunciation of force agreement, an 
air agreement, a cultural agreement, a commodities 
agreement and scientific cooperation. These are examples 
of common interests between the FRG and the Soviet Union, 
They are significant as such. Although all have some 
political overtones, at the moment these should not 



be overstressed. Neither the Soviets nor the FRG has 



underneath tlio situation remains unchanged. Both 

recognize this. Barring unforeseen circumstances each 

will remain in opposing camps. As the FKG is more 

vulnerable to future Soviet attack than the USSR is 

to future FRG attack, ‘the FRG may attempt to hedge its 

bets somewhat by appearing more receptive to working 
/ 

out agreements with the Soviets vdiich are mutually | 
beneficial. This is not unnatural. However, the 
Germans and Soviets know and undei*stand each other well , 
enough to rec<)gnize the ephemeral values of hedging. 

If the time is ripe, the Soviets would strike against 
West Germany, agreements or no agreements. Being 
realists, both the Soviets and Germans know' this. 

Both knov/ tliat LNHARP exercises a major deterrent 
role even though this, as we will discuss later, may not 
prove to be decisive, 

8. Political (Soviet/DDR Attempts to I'revent 
March, 1969 Bundesversamviilung in <7est Berlin) : No attempt 

will be made to review the volumes of correspondence on 
this topic. Soviet/DDR action here perhaps exemplified 
another dimension of the Soviet political offensive against 



could just as easily arise as to r/liether Soviet/DDR 
action and threats designed to deter the V/est Gc-riiians 
from holding this election, were made to counter a V'est 
German action deliberately calcula,ted to pi’ovohe the 
Soviets, simultaneously place the allies in the position-' 
Yi'her'e they had to defend their occupation rights. Of 
course, one might argue that once an FRG decision v/as 
publically made to hold these elections then an opportunity- 
was opened to the Soviets to attempt to effect a fission 
between the CDU and SPD, a fission between the FRG and 
its allies who were placed in an uncomfortable position, 
and, Yvhile not necessarily planning to cai-ry out theii' 
threats, to intimidate and erode the confidence of the 
people of V/est Berlin through a v;ar of nerves which can 
always be rekindled at Soviet volition. Whether the 
Soviets feel they were forced into this largely verbal 
confrontation at an inopportune time because of thej.r 
preoccupation with internal affairs in Eastern Europe, 
with the Y/orsening Middle East situation, with their 
effoi'ts to defend their doctrine of limited sovereignty/ to 



tliG roinainder of the Comuuuist etc., is unknown, 

j 

although Tsarapkin 's offer of a concession to Kiesinger 
to change the venue might be indicative of a Soviet desire 



to extricate itself from a lesser priority situation. 
Of course, the Soviets v/ould be the first to recognize 




that apparently earnest concessions pa.id for by the DDR 



would create a conciliatory image for the USSR abroad 

i 

! 

^j'hich was lost to them following the Czech invation. 

In anj'^ event - leaving aside the question of counteraction - 
the current Berlin crisis represents one of the overt 
instances of the Soviet political offensive directed 
against h'est Germany and its interests, 'this bringing 
into serious question the future support for FRG 
political meetings in Y/est Berlin. It is also indicative 
of the enormous role that LUIIARP plays in this perpetual tug 
of Avar and how LIJHARP can become an unwilling participant 
in a crisis perpetuated by a unilateral decision on the' 
part of its West German ally. 

9. Although V^'est Germany appears to be firmly in 
the V/estern camp for the foreseeable future and, as 



with the Soviets Ijohincl our backs, we should be remiss 
if we did not add.cess ourselves to the fundamental 



question of cssentiallj^ what the Soviets and the FRG 
each have in mind to achieve through an increase in 
their coiitacts at an official (as well as unofficia.1) 
level. Since excellent .specific questions are contained 
in the attachment to Book Dispatch 6638 - to which 
reference is here made - we v/ill confine ourselves here to 
genei'alizations . From the standpoint of the FF.G v.'e are_ 
presumably attempting to determine Avhether there is any 




l^sic change or impending change on the part of the FliG 




policy tOY/ard the USSR which could lead to some form of 
FRG political neutralization. W’e should also be 
attempting to determine whether any one or more agreements 



with the Soviets - despite FRG intentions to the contrary - 



could put the FRG in a cul de sac from which she would 

herself 

find it difficult to extricate/withqiit some deepening of 



•J ^r invol'^ mont with the_^ Soviets . Such an involvement, for 
example, could result from a Kieslnger willingness to enter 



into negotiations on v/hat the FRG has accepted as its' right 



to hold political meetings in West Berlin. As the major 



Fieiich, jockey for power in this area, we will see a 

continuing effort on the part of the Soviets to exploit 

this power ploy to the maximuw, generally with the objective 

of xJi^Gventing any neaningful coalition of interests 

on the part of the V<'estern European powers and with 

particular reference to ensuring that the West Germans 

do not end up in the dominant political role in any 

integrated V/est European political union. It is always ‘V 

easy - and foi' good historical reasons - to raise the 
a I 

spectre of/remilitarized Germanyonce again attempting to 

i 

devour its European allies, A dynamic and united Western 
Europe - if such were a possibility - would provide its 
o\yn safeguard against Soviet imperialist aims, even 
if the U.S. nuclear umbrella were completely withdravm. 

It is doubtful if the ranlc and file of the West German 
people - barring some monumental goof on the part of the 
government in its dealings with the Soviets - are going 
to follow with any degree of intense effort what their 
government is doing in this field. The FRG par lia.mentary 
process is such that the people have little choice in 



tervils of caadiclates for office, the selectioii of these 



t 



candidates bein;; a function of the party leadership. 
While the opinion of the body politic is not a major 
factor to be considered by the govex-nment in its 
dealings v/ith the Soviets, v/e should not overlook the 



, impact of top industrial leaders on the thinking of 



!the governmental establishment in this realm. While these 



people favor new business they do seem to have a hea.lthy fea.r 



granting too many credits to the Soviets whom they consider 
as theii' sworn enemy. Essential3.y top business leaders 
seem to have an ill-conceded contempt for what thej’- 



of 






r ' ' 

consider to be an inept and indecisive government. 

Wliether these business leaders are attempting to find 
and groom a strong leader to talxe over a government of 
a people largely unresponsive to a parliamentary type 
of government for which there is no precedent in 
Germany history remains to be seen. The emergence of .. 
such a leader v/ould have a marked impact on RillARP/FRG 
relations, on Soviet/FRG relations, and by extension 
on LNIh\RP/Soviet relations. Of course, West Germany is 



'eraployiaent , a condition hai'clly designed - except among 
certain youth circles - to cause disenchantment with the 
government. Should the economy buclcle and the people be 
suljjected to hardship , then we quite naturally would have 
to make a total reassessment of the entire spectrum of 
^ possibilities. It is difficult to visualize any FRG 

naivete on the question of the Soviets permitting a 
reunification of East and V/est Germany. The V/est Germans 

' f 

are the first to recognize that the only condition 
acceptable to the Soviets as a pre-req.ui.site to 
Xiermitting German reunification would be the loss of 
Y/est German sovereignty, i.e., the ultimate incorporation 
of the FRG into the Soviet b],oc. This is a sacrifice they are 
hardly prepared to mal:e. Although there may through 
inter-zonal trade be understandings arrived at between 
FRG and DDR personalities of a purely unofficial nature, 
tliese will be within the context of a Gorman framework. 

The point here is that, again barring cataclysmic chauge.s, 
the FRG is most unlikely to enter into any agreement v/ith 



the Soviets, satisfactory to both parties, that would 



We have been discussing here mainly V/e^t 




German considerations in their various dealings with 
the Soviets. Of substantially greater importance, would 
be the Soviet rationale for tall.ing to the Germans, and 
this, of course, is germane to the entire major area 
of assessing Soviet intentions and capabilities against 
the West Germans, the remainder of NATO Vfestern Europe 
and ourselves. Since the West Germans, as of this time, 
are in contact v^ith us across a broad area of mutual 
interests and are our allies, v/e are in a considerably 
better position to follow the reasoning behind thej.r 
political/economic moves or apparent political/economic 
moves vis-a-vis the Sov'^iets than we are those of the 
Soviets vis-a-vis the Germans. Of course, this is an 
area requiring great care to avoid going off the deep 
end. The fact that the Soviets, for example, go to a 
company such as Krupp and place a large order for 
heavy machinery does not necessarily mean this is done 
as a part of a Soviet political/economic offensive 
designed to influence FRG policies toward the USSR, 



although there way be some residual collateral benefit 
to this effect. Rather the Soviets may have determined 
that Krupp had the best machinery on the narlcet at the 
best price, the purchase in Germany being purely for- 
these reasons. Essentially, v-'e must be careful not to 
automatically attach political importance to each 
economic deal. Admittedly, the Soviets, are such 

i 

1 

masters at disguising the true reasons behind their 

i ■ ■ -r 

actions, i:)articu laxly as they apply to a situation as 
complicated as the German one, that it is often virtually 
impossible to perceive what these are. For example, ^ve 
may get one story from Pravda or Izvestia, another from a 
Soviet diplomat who dropped soi?.e feeder information at a 
cocktail party which he knew would get ba,ck to the American.'^r, 
another through the German official who was involved in 
direct tallzs with the Soviets, a fourth through one of 
our agents who has been doubled by the Soviets, and inter 
alia a fifth from a FRG official in the employ of the 
Soviets who is feeding into WOFIRM and/or State. 

10. This latter is one of the most delicate and 



c 



developed. It i5: also one of the most sigrixiicant fields 
f or ^deavor, i.e., the attempt to identify 

Soviet-controlled feeder sources, particularly if they happen 
to he operating at a )iigh“level in the German government. 

The task is an extraordinarily difficult one and there 
is obviously no panacea facilitating ready identification. , 
If any such sources wei'e currently feeding 
contacts, the information would presumably be of a political 
nature, this being our primary field of concentration. 

Lacking positive proof generally extremely difficult to 
ol)tain - the task of identifying a high-level Soviet feeder 
opei'ation is complicated by any number of factor.s. A 
highly sophisticated Soviet feeder operation can provide 
us with an extremely erudite analysis of a situation of 
intrinsic interest to us and, v/ithout our recognizing o 
what is talking place, can sway the thinking of the 
recipient just enough to either cast doubts in his 
mind about a course of action which the Soviets do not 
wisli carried out or provide good arg-u.ments for a 
course of action the Soviets desire. The detection 
of such a Soviet agent of influence is usually complicated 




as an agent of influence are so coinpatil)lo with the 

✓ 

general thinl’ing or doctrines of the cover milieu of 
which he is an integral part, that projected adjustments 
witliin the established -fratnework designed to serve 
Soviet needs evoke no suspicion. In attempting to 
ana,lyze the rationale behind one or more high officials 
in the government serving as a channel for the flov/ of 
intelligence information into V/OFIRM hands, it is 
recognized that we have a somewhat unique situation here 
because of the SPD position as the subordina.te pax'tncr' 
in the grand coalition. Because of this we are inclined 
to the rather axiomatic position that we are being used 
as a channel to influence American a.ctions and policies 
favorable to the SPD. Pi'obably in most and perhaps in all 
cases this is the motivating factor. However, as avo seem 
to ai^pi’oach an increasingly sensitive period involving U.S,/ 
Soviet discussions across a broad front of i.ssues effecting 
ourselves and Westex-n Eui'ope,. it is mox’e incumbent on us 
ttian ever to ensure that we are not permitting ourselves 
to be in anyv.’ise maneuvered to the benef-it of the Soviets 



operations. One must understand the subject matter of a 

series oi reports extremely well iri order to have any 

hope of detecting the liidden Soviet hand behind a 

really 3'efined feeder operation. Such an operation 

will u.sually contain, sacrificial information which^is 

useful to us and one will generally be told how such and 
I 

I 

such action has been deti'imental to Soviet interests, 
etcetera. Buried somewhere in the report however will be 
significant points which would seem consistent v.’ith what we 
might realistically estimate a,s repi'esenting the real Soviet 
aims in any given situation. The obvious problem in 
accumulating circunustantial evidence is that within the 
sphere of polarized thinking on what should be done 
relevant to the future of IVest Berlin, FBG/DDPt relations, 
FRG/Soviet relations, etc,, that there would be some parallelism 
between Soviet thinking and certain factions of the SPD 
as to steps v.'hich should be talccn. Despite all the 
problems we, in dealing through what is tantamount 
to a high-level liaison with an SPD official or any other 
party group official, owe it to ourselves to continue to 
e.xercise healthy skepticism in examining the product 



foreseeable future, LtnulRP action or inaction will 
provide the limitation or latitude witliin which 
the Soviet scenario vis-a“Vis V«'est Derlin and the 
FRG will unfold. 

11. The Soviets have a talent for serving a 
variety of objectives fi'om one action. Of coui’se, the 
optimum would be to obtain the true version of precisely 

I 

what the Soviets intend to accomplish in anj'^ given 

^ if 

situation where their interests are at staliO and to 
determine just how far they are prcpai'ed to go to achieve 
their objectives. Generally spealcing, such a capability is 
non-existent. However, this should not 'deter us from 
“engaging in hypothetical reasoning as to objectives, 
capabilities and possible respon.sive actions. A tendency • 
may have developed over the year.s - substantially fostered 
by Sov'iet overt propaganda as well as covert activities - 
to create the illusion of a growing trend tov/ard U.S./FEG 
paralysis relevant to West Berlin. When dark clouds 
commence to hover over us and. a new German crisis seems 
to be in the r.iaJiiug we should perhaps concentrate at 



vulnerabilities as we do on finding out how the 
West Germans and West Berliners are going to react to 
another crisis. Moreover, v/e notice tho,t the Soviets 
leave no stone unturned to show us their stx'ong cards both 
while a crisis is building up and during its course. 

We should mate more of a ca,lculated effort to flush 
out Soviet/GDR weaknesses. Otherwise, we shall 
invariably find oxirselves on the defensive. V/e do 
not want to find ourselves in the position of seeing 
only the span of the Soviet political/econoraic offensive 
in V/estern Europe and not the weali linl^.s on the chain. 

/vs a matter of fact we through existing sources and develop- 
mental contacts, both German and non-German, should be 
able to develop information relevant to Soviet/GDR 
talks or Soviet/GDR problems applicable to any 
number of topics. Third country diplomats are fascinated 
from both the academic and proginatic standpoints with 
Soviet machinations in this most vital sector of Western 
Europe and apparently have no particular inhibitions 



Perhaps only k few of these people initally 
but if they find we have something substantive 
to say progress becomes possible. In other words we, 
through dialogues with individuals in touch with the 

i 

' 

Soviets or with access to information on v/hat they are 
saying in different milieu ma,y be able to better assess 
the outer loarameters of the risks they are willing 
to taI^e to accomplish certain objectives and hence 
their confidence in their own strength and capa^b i lities . 
These dialogues provide excellent opportunities to chec]: 
one’s hypothesis and follow through accordingly. 

12, In the absence of a penetration of the RIS 
at an official level or running a high-level double 
agent against the KGB, we, on making our analysis 
of Soviet intentions are going to have to concentrate 
pretty much oji the following; vis. (a.) information from 
existing controlled sources on FRG/Soviet conversations 
at an official and unofficial level, (b) information 
elicited from third country developmental contacts on 



ol?tained from contacts in the German business 



community on their conversations with Soviet personnel 
plus their interpreto.tion of Soviet objectives, (d) 
information which the Soviets know we will recof^nisie 
as feeder and (e) feeder information from the Soviets 
which the Soviets will not know' we recognize as such. 

As reflected in the preceding paragraphs, barring sori^i 

1 

unforseen economic (or othei') catastrophe and barring , 
some profound suspicion on the part of the FUG of the 
U.S. selling them out during tallis with the Soviets, 
we can probably rely on the West Germans remaining loyal 

I 

allies in the Western, camp. However a strong intensification 
of Soviet pressure on West Germany always remains a 
theoretical possibility based on anything from the Soviets* 
gaining what they thought was a temporary favorable 
balance of i^ov/er over the U-, S., the Soviets fearing some 
acceleration tov/ard a united Europe headed by a militant 
West Germany which v/ould so upset the s tatus quo as to 
jeopardize ]ier future long range interests, a serious 
domestic crisis in the U.S. causing’ the Soviets to 



on the part of the Soviets that West Gorraany was 
close to a scientific break throuj^jh resulting in the 

*p , ' 

development of a credible nuclear deterrent or any 
combination of the above and other factors. Perhaps 
we should amplify o\ir thinking on some of the above 
factors which are pai'ticularly pertinent to the 
German scene . 

13. Political/ An Integrated Western Europe: 

Looking momentarily at the possibility of some form ' *; 

of future European political integration emerging 
within the next several years, the Soviets, as reflected 
above, will for many reasons monitor any signs of progi'ess 

I 

and would presumably move to sabotage any developments 
toward integration v/hich they considered substantive. 

Of course, at the moment the Soviets must be fairly content 
tc sit by and v/atch hopes for any meaningful Western 
European unity disintegrate as tlie British and French 
intensify their distrust of one another, as both 
attempt to court Bonn and as Bonn attempts to keep a safe 
distance from each and avoid involving herself in the 
Soames/DeGaulle imbroglio. The Soviets must talce 



Bonn ai’O each equally determined to assume the role 

i 

of leadorsliip in a united Western Europe that the 
chances of such eraerging are indeed slim. Also, 
the Soviets are well av/are that France, in particular, 
fears the resurrection of Germany as a military 

I 

power and will take action to prevent this. The 

Germans also recognize that the allies fear a reunited 

Germany as much as the Soviets and that such is not 

likely to talce place unless accomplished on their Initiative. 

However, the situation could change through growth of a 

g'cneral xeai* that a Soviet militai'y move tov/ard Western 

Europe might be taken through a growing diminution 

of the U.S. v.’ill to resist. The British who on the 

one hand appear detente -minded and on the other 

are restressing the Dulles concept of massive 

retaJ-iation - or perhaps ourselves - might ultimately 

opt for some political solution that would ac)iieve a.. 

military neutralization of the two Germanles follov.’ed 

by reunification pursuant to a great power guarantee. 

It would be paradoxical if the FRG - as she grows 



increasingly less likely to accept any i.iilitary' 
neutralization which would not only leave lier vulnerable 
to some future i^apid Soviet military move carved out under 
a suitable pretext but would also concurrently destroy 
her chances for achieving future political leadership of 
a united Western. Europe. While squabbling goes on at the 
political level including, quite obviously differences 

•r 

between Fi-anice and Germany re Britain’s accession to the 
EEC, at the economic level there is an increasing 
cross-fertilization of technical know-ho’.v and an 
increasing flow of investment funds acivoss national 
borders iiito industrial endeavors of common interest. 

Of course, American companies engage in the same thing. 

The point we wish to make here is that understandings 
among various industrialists, who literally control the 
economies in Western Europe, are paving the way fo.r 
future political integration and their voices ’.vill not 

* 

go unnoticed in governmental chambers where policy 
decisions are made. The Soviets must follov/ very 



14. GormanAii litary : We must naturally a.ssume 

that the Soviets have the greatest interests in •'any signific 

developments toward tlie grov.’tli of a sophisticated, 

well organized, confident and comi:jctcnt FKG military / 

/ 

I 

organization. The FRG, recognizing this, must also j 

I 

t 

recognize that she must make every possible effort to 
effectively camouflage any sensitive research 
endeavor designed to lay the infrastructure for a 
scientific brealithrough in the field of weapons tecimology . 
The FRG in the final analysis, would recognize thi.s as 
their only hope for survival if it appeared that they 
were about to be put on the sacrificial alter of 
international politics. The Geriaan military draft 
budget for 19G9 provides for expenditures in the 
amount of DM1, 045, G70, 000 as contrasted witli 
DM930,540,000 for 19G8 . DM88,920,000 out of the above 

(a relatively small sum) is allotted for military 
research and development of on unspecified nature 
whereas DMGB5, 000, 000 is allotted for generalized 
development and testing. 



Presumably any portion of 



is deemed necessary. There are many interesting 

i 

, ^ 

inter~relatecl questions arising from this 
situation which will be considered and elaborated on 
dviring this and in subsequent portions of this paper. 

At first blush, we would assuiae that we have a great 
deal more laiowlcdge about the FRG ministry on defease 
and the defense readiness status of the FRG armed forces' 
than do the Soviets , In terms of quantities of 
information, this is undoubtedly true. Also since 
most of the sophisticated radar and other equipment in 
the hands of the FRG armed forces is purchased from us, 
we should also know a bit more about our own equipment 
than the Soviets do. However, a,s of thi.s juncture the 
problem for us is evaluating whether a German military 
unilateral research program in the field of highly 
sophisticated wea,ponry - assuming such a program is 
underv/ay ~ is making progress of the type that could''cause 
the Soviets to make a significant move on the inter- 
national chessboard designed to halt such progress. 

It might be that the Soviets would have full information 



an enorraouf; risk if v.'e 



because we should be taking 
pei'witted the Soviets to gain access clandestinely to 
successful basic FRG research of higher military 
potential which was denied to us. Of cour.se, we should 
not neglect to take cognizaiice of the px'oblem relative to 
the FRG itself stemming from any real weapons breakthrough 
this being of collatteral interest to us. 

15, Although it is impossible to be decisive on 
such matters, we liave felt that there are certain 
weapons areas within the FRG ROD in which the Soviets 
would most probably be greatly interested. We have 
attempted to list those in the )iope that we may possibly 
be able to throw light on the follow'ing; viz; ' 

(a) dn indication of the depth of Soviet knov/ledge and 
efforts to obtain this information in terms of the overall 
'rationale for future Soviet moves, vis-a-vis the West 
German target and (b) determine whether v/e can’t work 
back up the ladder through identifying recruitment 
IDrospects in this target area and, if recruitments are 
accomplished, using the recruitees as -provocation 



latter could result in the development of information 
of a positive nature on Soviet weapons programs. 

Areas of substantial interest to the Soviets would 
probably include: 

I a. Persian Missile System (700-mile range) - 

I , 

Soviets would want to know launching time for eacli 
missile once order given; how many missiles could be 
launched Vv-ithin a certain period of time; v;hich 
Persian Missile Systems in West Germany on alert 
during any given period of time and v.'hich not; since 
Persians pre-targetod ‘ , what are targets. 

I 

b. ECM (Ri-Par Acquisition Radar vdiich 
forces the beams through whatevei’ Soviets would have 
coming in.) Soviets would want technological basis 
for this. They alv/ays want to know vRiat is new in the 
way of ECM to counter their ECM, etc. This is of the 
utmost significance. 

c, Persian 1~A: This is a new development 

involving modified ground handling equipment for the 

« < * 

Persian. It results in more compact ground equipment. 



a much faster launchinf; tine and a greater number of 

missiles being carried v.'ith each system. The Soviets, 

in addition to questions on technology and number 

purchased, would naturally want to Icnow the loc tl. fc XOll 

of the permanent as well as the alternate sites for 
I 

the above systems. 

^ ' d. Helicopters: Soviets would v.'ant to knoAv 

! 

what capability the German forces liave for air mobility 
of troops, plans for the intz'oduct ion of new equipment, 
nature of this and where new helicopters would be 
stationed . 

e. German Air Defense Status: Soviets would 

want additional information on Niho and Hercules 
systems including air defense alert Jioux's . 

f . Electronic Warfare : Soviets would want 

to know German capability for jamming communications 
facilities, their radar, target acquisition radar, 
missile guidance radar, etc,, capabilities. 

g. Capabilities of any new weapons system or 
weapons under development: An example would be Soviet 



interest in any new anti-tank weapon including the 
range and new measures designed to counter Soviet 
ECM devices to protect their tanJcs. Militarily 
spealiing, one of the greatest threats would .still be 
a massive tank attack across the Northern Plain which -• 
might move quite a \vays before our foi’ces could muster 
to stop this. 

h. Sophi.sticated Conventional Type Munitions: 
Soviets would want to keep abreast of all improvement.s 
in conventional weapons. Of course, they have seen 
weapons captured on the battlefield in Vietnam but 
they would be interested in the latest modifications. 

i. Status of anti-tank barriers; Soviets 
would want to know the location of land mines, any 
atomic demolition devices, concrete barriers, etc. 
(There could always be an agreement that atomic 
demolitions could be used for defensive purposes only.) 

j . Defensive Capabilities : Soviets would wan 

to know the plans and capabilities for defense against 
chemical, biological and radiological \veapons . 



Iv. Logistics-: Soviets would want to know 

( 

the I'eserve supplie.s of anrmimition, fuel, etc'., 
available to the Germans to support a war and tlieir 
resupply procedures. 



1 . 


Mobilization Plans: Soviets v/ould also 


i . 

want to IcnoY/ 


these. 


m . 


Communications Systems: Soviets would 


Ivi'ant to knov/ 


the Gei'man capability for computerizing 



the information needed for directing the activities 



of field and 


headquarters units including the status 


of - the field 
action, etc. 


units, their ammunition supply, enemy 

( 


n . 


Air Fields : Soviets would naturally v/ant 




-'3; 



to knoY/ the locations of these and v,'ould/particularly 
ill GAF success in improving its non-nuclear posture 
in support of NATO through acquisition of the 
Rockeye II Clusi.cr Bomb from the U.S. 



' o . 


Status troop battle training and 


preparedne.ss 


: Soviets v/ould want to know the river 



crossing plans and capabilities, reconnaissance 



16. Assumin;-^ the Soviets would seek penetrations 



of the MOD to acquire the above type iiiforniatiou , it 
perhaps behooves us to examine even fui'ther the 
rationale for our interest. V/e move here into a' 
rather hybrid PI/CI area v/here one becomes virtually 



indistinguishable from the other. Once we have 



developed some concept of the fertility of the soil 



I 



in the pertinent offices of tJie MOD for Soviet 

penetration efforts - a real enigma at this time - we can then 

attempt to make some determination as to whether the 

ASBV/ has the capability for any form of effective 

detection of these. One would wonder just how willing 

the ASBW would be to discuss honestly with us their 

concept of Soviet penetration efforts directed toward 

acquiring advuanced w'eapons technology. They would 

obviously recognize that we should be reluctant to 

sell them highly sophisticated systems if v/e felt 

the weapons technology was going to fall into Soviet 

hands, the current question of whether the West Germans 

are going to receive Rockeye II being a case in point. 



just how effective the Soviets are in ohtaiuing 
the specifications on a sensitive U.S. equipment 
being sold to the Germans and added German modif icn.tions 
If we were able to project the existence of a sizeable 
and effective Soviet network within the confines of 
the MOD Avhich had become and was Ijecoming privy to 
a substantial portion of FRG defense secrets this could 

(a) effect our calculations relevant to the possibility 

for future Soviet hostile actions against the FRG, 

( 

(b) effect our selection relevant to thesensitivity of 

( 

U.S. weapons systems being sold to the FRG and (c) 
permit us to urge action on the part of FRG internal 
security services to close the leaks. Of course, 

■ there are an infinite number of factors to be talien 
into consideration here but precise Soviet knowledge 
of V/est Germany’s most sophisticated weapons - 
assuming appropriate Soviet ECjM development is 
practicable - could serve as an inducement toward the 
commencement of a conventional war by the Soviets, 
assuming that U.S. Soviet disarmament talks 



of— U-rS-: — fei’e;-:'; from Gori;iany or that the Soviets 
because of these talks ancl/or other factors become 
conviuced of our lack of determination to defend 
West Germany. German recognition of this same 
possibility vould normally seem to induce the 
West Germans to guard, to the maximum extent possible, 

■t 

the security of the sensitive U.S. weapons systems 
acq.Uii'ed by them as well as the I'esults frora any 
unila,teral weapons research in which they m.ay bo 
engaged. Perha,ps we are even now in a more ci'itical 
l^eriod in our relations with the Soviets as these 
apply to the problem of Vr'est Germany than we even 

I 

realize. Following Czechoslovakia, U.S. NATO 
thinking relevant to German defense would seem to 
visualize (a) bringing FRG forces to full effectiveness 
(b) adequate offset provisions for U.S. and U.K. forces 
and (c) a more significant participation by the FRG 
in multi-lateral NATO activities as well as in bilateral 
military assistance. Tliis would certainly result in a 
progression of V'est German military strength and 
presumably in their acquisition of .continually 



the Soviets \.o\ild wan!: . At lca,st in terms of West 
Germany, Soviet planning is probably based on fairly 
comprehensive intelligence coverage. We can expect 
that Soviet diplomats as well as Soviet penetration 
agents in tlie FRG (as we].l as elsewhere) will be seeking 

to determine the existence of a firm political decision 

! 

reflecting an increased FRG military role in a 
strengthened NATO. They will be currently attempting 
to use every cla,ndcstine resource possible to see how 
the abov^e political decision v.'ould be translated into a 
more sophisticated FRG v/eapons arsenal. Thus, we 
should be particularly alert to Soviet overt diplomatic 
and other attempts to gain acces.s to information 
regaz’ding a political decision and pay close attention 
to their comments. Of equal importance would be the 
opportunity for us to use provocation agents relevant to 
their v/eapons acquisition efforts. This might provide 
the oppoi’tunity foi’ future deception opei’ations designed 
to lielp blvi'nt their overall offensive. 

17 . We should perhaps take a brief look at one 



of the milieu in which v/e will be v/6'rking, i.e., the 



lack of purpose or lack of challenge has caused a 
fairly high casualty rate in the German armed 
forces in terms of morale. A commissfu' like system 
pertains in the Ainny v.'here civilian commissars 
substantially reduce the role of the military 
commanders. There has been little i-espect for 
Defense Minister Schroeder who is constantly looking- 
for bigger and better things. With the imminent loss 
of the leftovers from V/WII, v.’ho have formed the backbone 
of the Germany Army, it is difficult to predict how the 
young men in the army will behave in a time of crisis. 
The middle level officer finds himself entrapped in a 
lethargic establishment but, not knoviiing what action 
to take, is bureaucratically biding his time pending 
retirement. With every effort being made to keep the 
army strictly under civilian control, there has been 
little incentive to form a really effective army in 
Germany. State Secretary von Ilase, seems to be the 
most popular top-ranicing civilian officer In the 
MOD. A service with consistently low morale is also 



penetration are correspondingly enhanced. Perhaps 



the. injection of new life into NATO will help but 
the problem appears to be a pretty largo one. 

Tlio morale of the .German, army is something V/OFIRM per se 

can do little about. It would appear that within the 

1 

! 

MOD that the requirements group under Colonel Lindenthal 
would have the specifics for all sophisticated weai^oits 
systems in use by or under ordei' from the FRG. This 
group Avould presumably be a major Soviet target. The 
end users a.re also logical targets for the Soviet 
efforts . 

18. Scj.ontif ic/W. German : As mentioned earlier, 

there are technical exchanges between U.S. and German 
companies in many fields including Aeronautics, 
Atmospheric Sciences, Behavioral and Social Sciences, 
Chemistry, Earth Science and Oceanography, Electronics 
and Electrical Engineering, Energy Conversion, Materials , 
Matheraatical Sciences , Mechanical/Indvistrial/Civil/ 

Marine engineering, Methods and Equipment, Military 
Sciences, Missile Technology, Navigatio; ^Communications , 



propulsion/fuels. Vihen one talces into consideration 



the above plus the sophisticated military equipment 



the Germans get from us, plus German modifications, 
plus German pure research, v/e ha.ve a really rich field 
here for Soviet espionage efforts. If v/e can develop 



a mecJianism which will assist us in monitoring Soviet 
efforts to gain access to vita.1 information in at 
least some of the above fields, v/e may again be 
able to translate some of these efforts into a 
mecha^sm for obtaining Soviet S&T information of 
positive intei’Gst . An ability to get our hands on 



Soviet requirements through double agents plus an 
occasional capability for using contacts or provocation 
agents to elicit from visiting Soviet technical 
delegations should commence to provide us v/ith the 
above capability. There is an obvious inter-relationship 
here between positive intelligence and counter- 
espionage in terras of our efforts to get at the 
Soviet target. It is of the utmost i.ntcrest to us in 
our coiitinual assessment of Soviet intentions and 




of SS:T 



are dovGltjj/ j.ng to highly sensitive FRG 

intelligence. To an extent the above infornation ~ 

de.nending inter alia On possible changes in our 

defense posture - is a useful indicator in dotermining 

the capacity of V.'est Gerinan forces to serve .as a 

deferent against Soviet instigated conventional 
I 

Y/arf are . 

' 19. In a larger dimension, since the FRG is 

I 

rapidly increasing its capabilities in the scientific 

field and may well be able to purchase increasingly 

sopJiisticated weapons systems from us, it is 

extremely important for us to become as cognizant as 

possible relevant to what bearing Soviet access could 

have on our own calculations of weapons superiority 

over them. Essentially, our position is that we 

should be able to obtain weapons superiority by virtue of the 

fact that our GKP would permit us to expand considerably 

more than the Soviets on both original research and 

weapons production. V/e have recently cal^AU^^aT^ that 

the Soviets, in order to establish across the board 

ecpiality with the U.S. on a priority basis would 



of the presumed compotonce of Soviet espionage in 
the field of sc;ientific intelligence, one ^yonciors 
whether v.’e might not be misleading ourselves in 
terms of our statistical capability for maintaining 
a weapons superiority, particularly as this applies 
to the development of a possible breakthrough in the 
weapons field. There is no doubt that we could maintain 
a production superiority. For example, for FY-1967, 
we estimate an expenditure of 14.7 billion for weapohs 
research, development, test, evaluation and space 
programs. For the Soviets for calendar year 196G, 
we estimate an expenditure of 13.3 million. Assuming 

I 

the Soviets are becoming increasingly privy to the 
results of our expensive research on various sophisticated 
weapons systems - from their espionage activities here 
and elsewhere including the U.S. - and know that they 
can expect a continuation of the flow of information, 
then they can divert their original re.search to 
entirely nev/ v.’eapons programs. Of these programs, 
we would probably have only a clue. The point here is that 
it is impossible to make even a reasonable prediction 



certain iielUs of our sensitive resera'cli ancJ tlie 
practical results of these savings in terms of 

* X 

permitting additional original weapons research on 
the part of the Soviets. V/e are tJius unable to 
predict whether this would result in a weapons ' 
research imbalance favoring the Soviets. The only 

n 

j 

I 

thing we can do here is to highlight the issue and 
use it as a basis for showing once again the extreme 
importance of developing effective pi'ograms in Germany 
for measuring the extent, depth and success of 
Soviet espionage efforts directed against S&T targets 
and for contributing to programs designed to emasculate 
the Soviet effort. 

20. As V/est German scientific research rolls alon 
like a juggernaut, so, correspondingly, v-fill Soviet 
interest in this. Although our scientific attache’s 
report of 23 August 1968 will provide insight into FRG 
activities acro.ss a wide spectrum, his evaluations of 
progress and empha,sis should not necessarily be 
, accepted as conclusive since they are presumably 
unsupported by informa.tion from clandestine sources. 



of Yii'ost Geriaan scientific research: 



a. Cheiaical - excellent 

h. Nuclear physics - particulra'ly good 

c . Mathematics ~ not up to 19th century 
peaks, relatively speaking. 

d. Electronics research - extensive and 
of good quality. 

i e. Astrophysical and geophysical sciences - 

in support of space programs and economic expansion. 

f. Hilitarj'^ research - limited when compared 

with U.S. 

g. Nuclear energy - reactor research and- 

I 

development plus classified isotope-separation research 
near Juelich. 

Pursuant to the above report Vt’est Germany stressed 
international cooperation in science and technology. 

Its scientists actively participate in a number of 
international scientific oi-ganizations , including 
affiliate organizations of the United Nations, the 
International Council of Scientific Unions, the 
International Union of Pure and Applied Chemistry 
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Atomic Energy Agency, the European Council for 
Nuclear Research, The European Atomic Energy 
Community (EURATOM) , the European Nuclear Energy 
Agency of OECD, the European Space Research Organisation 
and the European Launcher Development Organization.. 

21. The U.S., according to the above report, 

is West Germany’s most important partner in research. 

In addition to intensive scientist-scientist, learned 
society-learned society, and private iudustry-i^rivate 
industry cooperation, there are major inter-go vernmenta.1 
•programs. Those involving the U.S. Department of 
Defense and Atomic Energy Commission are of long- 
standing, those with NASA are increasing rapidly, and 
the "Udall" program on natural resources and environmental 
control initiated in 1966 is broad and expanding. 

V/est Germany also is increasing its efforts to 
cooperate with France and is using technology as a tool 
to aid Great Britain's attempt to enter the Common 
Market . 

22. The organization of scientific research in 

. .. -1 1 • T . -* 






volimtarj' interaction among various segments of 
the system. Although there is little centralized 
direction and control over research, th.e federal 
government administers tlirough its ministries rai 
efficient sj'^stem of research units and makes research 
grants to universities, institutes of technology, 
industrial laboratories and private associations. 

The desire to establish a national policy for science 
and technology and to expedite scientific progress 
resulted in the creation in December 19G2 of the 
Federal Miuisti'y foi' Scientific Research, formerly 
the Ministry of Atomic Energy. The Federal Ministry 
for Scientific Research is responsible for the 
general promotion of scientific researcJi, for the 
utilization of nuclear energy v;ith particular emphasis 
on the advancement of nuclear engineering and 
radiation protection measures, and for initiating 
and promoting the West German space research effort. 
The Ministry also was assigned responsibilities 



previously under the purview of the Federal 



Ministry of Interior, the major federal coordinator 
of research. It assumed the function of 
coordination and provides liaison with nongovernmental 
organizations. All federal funds for research and 
development may eventually channel through the 
Federal Ministry for Scientific Research. 

24. The Scientific Advisory Council cooperates with, 
but is not responsible to, the Federal Ministry for 
Scientific Research. The council is I'csponslble for 
developing joint federal-state programs for the 
advancement of science; for indicating pi'iority research 
items; and for recommending allocations of federal and 
state research funds . 

25. Although the role of the federal government 
in scientific activities is increasing through the ^ 
Science Ministry, the primary responsibility for 
organizing and guiding scientific research still rests 
with the states and with various independent and 
voluntary organizations. The Federal Constitution 



requires tho.L the Stutes ulone administer and finance 



the operation of universities and technical institutes, 

althou2.il under a nev/ administrative agreeiaent the 

percent 

Federal Government v.'ill contribute 50 / to a planned 
exiDansion of the university system. Univex'sities have 
a more extensive role in i;esearch in V/e.st Gcinaany than 
in othei' countries. Generally speaking, betv/een one- 
half and tv.'o-thirds of all research in progress in 
the Federal Republic is carried out at univ'’ersities . 

The states also support and finance a large part of 
the independent V/est German research effort and administex- 
dix'cctly a numbex* of state reseax'ch organizations. The 
complexity of the West German scientific establishment 
as evidenced by the' above would theoi'etically permit 
the development of highly sen.sitive research projects 
with weapons applicability in a relatively concealed 
state, i.e., concealed frora IITILARP. T)ie Soviets are 
unquestionably well aware of this and have probably 
spared no efforts to keep abreast of developments. Fox* 
the reasons aforementioned, it boliooves xis to a.t tempt 



to develop a capabiJitj' for inoaitoring sensitive FRG 

research projects as a means not only for detecting 

and denying Soviet -efforts to get the benefits from 

these but of equal importance to play our assets 

i « 

I 

against the Soviets as a possible means for gaining 
S^ information from them. 

X 

26. An estimated U.S. 2.8 billion was available 

from all sources for science in 1968. Of this amount, 

norcent percent 

about 40/ v;as provided by industry and perhaps GO/ by 

the federal and state governments. Industrial research 

is concentrated in the larger concerns, particularly 

chemical, electrical and phariiiaceutical industries where 

percent 

research expenditures may run as high as 5/ of sales, 
or even rlie pharmaceutical industry. West German 

expenditures for military research and development by 
the Federal Ministry of Defense have been growing as 
was earlier indicated frora $223 millioii in 1967 to 
$233 million in 19GS, 



Soviet espionage concentration in West Geri,;.Lny 
cannot afford to over loci: tiio a,pparent breakthrough 
by the West Germans, the British and the Dutch in 

the field of gar> centrifuge technology. Of collatteral 

. 

intei'est, of course, is French and Japanese work in 

this same field. If perfected, this process could 
I 

greatly reduce the cost for producing uranium 235 

^for use in nuclear power reactors. It is recognized 

i 

that three power collaboration on the above could 
put nuclear weapons v/ithin reach of West Germany 
through providing a fertile source for enriched 
uranium 235. As evidenced by a 6 February Pravda 

I 

article by B. Gurnor, the Soviets have obviously 

« 

recognized the political, economic and presumably 
military benefits that would accrue to the F.UG 
through the gas ultra-centrifuge project. The Soviets 
take the position that the project would contravene 
NPT, Although the FRG has been consulting with its 
EEC allies on verification procedures and believes this 
can be effectively worked out v/ithin the EEC; there 
are definite problems. Gas centrifuges upgrade 



percent needed for nuclear power stations that use 
enriched fields or the for nuclear weapons. 

4 

As contrasted with the gaseous diffusion plants found 
in the U.S., Great Britain and France, the gas ^ 
centrifuges offer, a hope for a cheaper, easier to 

I 

build enrichment method. Al^though initial capital 
I 

costs for the gaseous diffusion and ultra-centrifuge 

plants have only one-sixth to one-tenth as much pov/er 

consumption as the gaseous diffusion plants. According 

to the U.K. Atomic Energy Agency a diffusion plant 

costs around 60,000 pound sterling per ton of 

separative work capacity. By 1975 it is estimated 

that. European needs for enriched fuel will amount to 

some 5,000 tons of separative work annually and by 

1980 to 13,500 tons of separative work. By 1980 

* 

percent 

40/' of fixed installation energy produced in Germany 
v/ill be nuclear’. Although the efficiencj'^ of the 
individual gas centrifuge remains a secret, it is 
estimated that between 500,000 and 5 million centrifuges 
would be required to meet Western Europe’s power needs by 



sufficient enriched uranium for a sina.1 Ibomb a year. 

It bears noting that although a plutonium Ijomb can 
trigger a hydrogen explosioi^, the normal luethod is 
to use an enriclied uranium atom bomb to trigger the 
Il-bomb . Although the military'’ asf)ects of the above 
are notewocthy, civilian proponents also have a good 

I 

case since it is generally accepted that there v/ill be 

I I 

a fuel shortage in Westei'n Europe by the 1970s unless 
new power stations are constructed. The NPT in essence 
provides that nuclear explosives should not be transferred 
to or from any signatory and that signatories should 
submit their peaceful nuclear facilities to inspection. 
Even if b'est Germany signs the NPT it would be 
relatively easy for a signatory such as West Germ.auy 
to accumulate large stocks of enriched uranium, which 
although subject to inspection could later convert 
them into military purposes in secret. Governments 
such as tliose of Germany and Japan could abrogate tre?vties 
and commence intense military work in secret if they 
commenced to doubt the effectiveness of the American 
nuclear umbrella and our willina'ness to u«e it. 






Soviets are obviously hyper sensitive to this and one 
doubts whether any verification guarantee will 
satisfy them. Whatever verification guarantees might 
be given in the future, the Soviets must obviously 
perform their own checks through clandestine coverage 
both to monitor any FRG attempts to siphen off enriched 
uranium for military purposes and to derive full benefits 
of expanded technical know-how in this critical field. 

28. During an early February discussion betv/een 

French Foreign Office's Deputy Directoi' of Atomic 

Energy and a British embassy officer, the French Deputy 

i 

Directoi" gave theBritish officer a lecture about the. 
dangers of allowing Germans to have access to cheap 
source of nuclear weapons material, Martin said that 
Germany was becoming so aggressive and so strong the 
Europe cannot afford this risk. In a.dditlon to fear of 
military potential, the French are obviously interested 
in becoming the supplier for V/estern Europe of enriched 
uranium and clearly see that if the gas centrifuge process 
is superior to the gaseous diffusion process, in terms 
of cost, th.at France must tret in on the j/as r.entvifu.o-o 



process . 



They at the iaoviieut are stymied on any plans 



to go ahead v.'ith a now gaseous diffusion plant since, 
if tlie ga,s centi'if uge process does appear commercially 
feasible, they would be wasting money. Moreover, they 
need German financial support for a new gaseous 
I diffusion plant which they want constructed on French 



soil. Thus, again, the Soviets are given an 

interesting opportunity for attempts to divide the allies 

on a matter of enormous significance. Again, by way of 

positive S&T intelligence the questions of Soviet 

case officers may throw some light on the state 

of Soviet planning and technology in the gas centrifuge 

field. 



29 . The West Germans through sighing NPT do not 
want to have their nuclear industry subjected to both 
IAEA and EUIlATOM controls while the British will be 
subject to purely voluntary controls and the French 
only to EURATOM controls. The West Germans feel this 
would put their nucle.ar industry at a disadvantageous 
position in the future. The FRG is concerned not only 
about its gas centrifuge project v/hich is being carried out- 



about its fast breeder reactor cooperation beiiiE; 

carried out with the N’etherlancls and Bels^'iuiii . 

'.30. In terms of Yt'est Germany, we, relevant to 

Soviet intentions and capabilities are thus entering 

an extremely critical period with respect to. our long 

range interests . As the images appearing on our , 

/ 

screen are necessarily opaque, we must thread our 
iway through a twilight zone in an effort to sort out 

I . 

aims and counteraims, impending actions and counteractions 
both with respect to the Soviets and the FRG. Perhaps 
tlirough such means we can develop a little better picture 
of our vita,l target areas. The. interplay of FRG and 

I 

Soviet actions vis-a-vis one another will naturally 
be conditioned by their understanding of each others 
capabilities and intentions. We are a^ttempting to project 
here hov/ hard headed German pragmetists in the CDU might 
attempt to view the future of their relations vis-a-vis 
allies and the USSR v/ith respect to actions the FRG 
should take to ensure survival ; 

a. United States ; It is an accejDted fact that 
the West Gormans on the surface generally show every 



indica.t.ion of being dependent and wanting to remain 
dependent on the U.S. and the NATO structure for 
security aga.inst the Soviets. Continuing attempts are tiiu 
made to assure the U.S. that Xlest Germany recognizes the 
belief it.s to be derived from close allia.nce with the 
U.S. and that the U.S. can depend on V/est Germany not 
to taJie any actions vis-a-vis the Soviets which would 
in anywise jeopardize its close ties with the U.S. • 

It is perfectly natural that West Germany should do 
this. Wherea.s West Germany has a healthy fear of 
Soviet intentions to exercise hegemony over her, she 
certainly has no reason to fear U.S. domination. Thus, 
she has eve.rythi.ng to gain by tahing the above position 
and there is probably little doubt that West Germany 
ivould prefer the U.S. nuclear umbrella continuing for 
eternity if such could be assured. Ilov-’ever, the West 
Germans are a cagey and suspicious people. They know 
their fellowman and they are not blind to the ivays 
of the world. Ha.ving victimized others including the 
Soviets through abrogating existing non-aggression or 



ll 



mutual defease agreev.ieuts , they know how easily' they 
theraselvos could become the victims of the sane thing. 

As any other major nation they don't want to be sliorn of 
their protective shield and left in an exposed position. 
Tliey must pla.y for time in the hope that they can 
retain the U.S. nuclear umbrella intact, i,e., at least 
until they have something in the way of a deterrent to 
replace it. They see the problems of a U.S. that has 
been torn by racial strife, ])y the intes^nal conflicts 
over a Vietnam war causing a vital drain on human and 
ina,terial resources, by serious balance of payments 
problems, by a desire to achieve some detente with the 
Soviets which they feel could come at their expense and 
by other factors, the sum total of which could lead to 
grov/iug sentiment fo.r isolationism. They naturally 
hope President Nixon and his administration will 
bring stability on the domestic scene In. the U.S,, 
will eschew any form of isolationism, and will place 
heavy concentration on Western Europe in its defense 



Stake for themselves and visualize the imponderables. 

/ 

Vfhat then are they to do. IVliile continuing to 
stress the indisoluble nature of their tics v/ith the 
U.S. and their strfct adherence to treaty agreements 
prohibiting V/est German possession of nuclear v/eapons, the 
West Germans, by the very nature of their confidence 
in their technical competence, their dynamism, their 
restlessness as a people and their fear that a future 
significant v/ithdrav.'al of U.S, troop presence v.'ould 
reduce the credibility - in Soviet eyes - of the U.S. 
nuclear deterrent, are perhaps moving circumspectly 
yet rapidly to lay the inf ra.structure' f or • the development 
of an independent military deterrent, i.e., one 
indexjendent of the U.S. Naturally, it would be in 
the best interests of the V/est Germans to prevent the 
U.S. becoming privy to such intentions or activity for 
any number of reasons. In the first place, it is 
simply in the best interests ox a major sovereign 
nation - iDarticularly one in the awkward position of 
West Germany - to exercise maximum security over 



applicability. Moreover, actual evidence that the 

West Germans might be app.roaching the stage of friction 
/ 

ill the developwent of an independent nuclear deterrent 
could result in a joint allieci/Soviet move to demilitariz< 
the FEG, which is precisely what the Soviets v/a.nt. 

We should definitely not wish to be caught by surprise^ 

If the above postulated desire for the creation of a 
non-U ,S. controlled nuclear deterrent against the 
Soviets in which the Germans have a major hand is 
correct, the security measures attendant to injecting 
an infusion of life into such a deterrent coupled with 
the tightening of German liiis as a result of a renascence 

I 

of German nationalism, would deal a heavy blow to the 
semi-open door policy v/e have enjoj'-ed over a number 
of years in our information gathering efforts. Such 
an endeavor would require the Germans to engage themselves 
in a cosmic balancing attempt designed to reta,in U,S, 
military protection for as long as possible on the 
one hand while concurrently attempting to develop 
future independent capability for going it alone or in 
conjunction with other West Ihiropean allies,' the 



West German political and economic maneuvering would, 

also, be expected to fall within the framework of 

maintaining the status quo, i.o,, avoid being sandwiched 

between the U.S. /Soviet duopoly through security slips 

or demilitarization stemming from U.S. Soviet detente ^ 

\ 

while the above is under develoi3ment . If such a thing 
is coming to pass we should probably find ourselves 
receiving essentially the s-ame information as \ve do today,, 
i.e., barring additional efforts on our part to develop 
priority sources in critical areas in an increasingly 
closely guarded environment, which information, 
genei'ally speaking, would support the concept of 
relationship between tv.'o allies facing a common raenace 
and the commensurate need to maintain sizeable commitments 
of U.S, forces in West Germany. It is doubtful if 
current sources would throv/ much illumination on the 
above, i,e., assuming the validity of t)ie hypothesis. 



b, Soviet Union: The West Gernnvns are 



well a^yare that while reassuring the O.S. of their 
loj'alty that they should siinultaneov;sly attempt to 
achieve some balance of interests with the Soviet 
Union. At the moment commercial ties with the 
Soviet Union and the l:)loc would appear to be one 
of the best mean.s of paliating Soviet hostility 
tov.'ard Vi’est Germany . Again , the Germans are no 
fools. They I'ecognisse that the Soviets have Germany 
as a long range objective in their planning and that 
no economic ties, however valuable to the Soviets, 
will change this, i.e., as long as we have the 
current type of Soviet leadersliip is in power . 
However, as reflected above, the West Germans fully 
recognize they could be caught in the massive crunch 
of a U.S. /Soviet detente or suffer the consequences 
of U.S, i.solationism . The Geri.ians are not unmindful' 
tha.t the Soviets - as Soviet lojopaganda often states 
v;ould expect the West Germans to proceed to develop 
an independent deterrent . The Germans are also not 



certain calculated risks in a military sense if they 
* 

believed that the Germa.ns were on the verge of a 
weapons breakthrougli \vhich could later serve as a 
detex'rent to Soviet, intentions to incoi'poi'ate V/est 



Germany within the bloc. Of course, this whole 
equation v.'ould obviously depend inter alia on 
Soviet assessment of U.S. intentions at the time, 
the relative strength of U.S. forces in Germany, etc. 

In any event the Federal Ministry for Scientific 
Research, the MOD and the industrial/university 
complex Y/hich is engaged in sensitive scientific research 
programs, would seem to demand our atte^ation as 
target.s of substantial interest to the Soviets and 
correspondingly to ourselves. If it appears to the 
FRG that the creditability of the current firm U.S. 
commitment to defend Western Europe is being emasculated 
through ti'oop withdrawal, wo should perhap.s possibly see 
the IVest Germans making what would appear as a genuine 
effort to' achieve a detente with the Soviets which 



would necessitate some FRG concessions. While 



iadivid^ials v/ho truly believe that tbrougii careful 

jt 

work a relaxation of tensions with the Soviets can 
be brought about, it is believed that the more 
perspicacious of V/est Germany’s most pov/erful rnefi 
may go along with this concept not cut of conviction 
but, from a political standpoint, based on their hope 
that the establishment of such an image might prove 
a bit disarming to the Soviets and thus allow them a 
bit more time for continuation of their own 
preparations for a national deterrent. Of course, 
much of what is said here is based on the presumption 
tha,t the internal political structure in the FRG 
will remain essentially as it is today, FRG businessmen 
dealing with the Soviet Union may on the one hand levy 
heavy criticism against their government for 
"provoking" a nov/ Berlin crisis on the basis that 
"the Soviets have suffered so much vmder Nazi 
occupation that they have a traditional fear of the 
Germans which should not be exacerbated through 
foolish moves , " They also may take the position 



that such provocation could lead to the fall of -• 
moderates such as Kosy^’in, thus opening the door 
for a rapid return to Stalinism. On the other hand 
they in private may fully support their government’s 
action since it favored the U.S. to take a new .stand 



in West Berlin. Again, it is difficult to knov; the 

I 

games the West Germans are playing. In any event, it 




is doubtful if these games will have too much impact 



on_ Soviet sti’ategic thinliing. As above noted, while 
the Germaxas are not fools, neither are the Soviets. 
Both sides ^7ell comprehend each other’s long range 
intentions . 

c. British/FRG: Britain is still doing 

everything within her power to gain fxill FRG support 
for her accession to EEC. Wilson favors meeting of 
the Defense Ministers of the European MATO countries 
in order to develop a joint '.sxrategic concept and 
thinking. Although the British denied the existence 
of a link between the German signature to NPD and the 



British-German project of building a gas centrifuge, 

4 

the British obviously talce the position that the FRG 
should sign the NPT. The British are logically using 
their participation in the centrifuge project and 
their support of the FRG therein as a lever to gain 
German support for BritaiJi’s entry into EEC. The 
British see that Fra.nce is desperately anxious 

to get in on the new centrifuge process and concurrently 

receive some assurance that the British will restrain 

the FRG from too much access to U-235. This gives 

the British a trump card which they didn't have before. 
It is ipso facto true that the Soviets 'will watch 
closely for any indications that the British and 
Germans are edging closer together and \yill be most 
interested in any significant political/defense 
developments within the framev.'ork of European NATO, 
both in the context of a strengthened NATO and in 
the context of the FRG getting its finger closer to 
the nuclear ti’iggcr. The situation in Vi'estern Europe 
is susceptible, quite obviously, to rapid change in 



as v/as exemplified by the ramifications of the British 
lealcing of the 4 February DeGaullo/Soaraes discussions. 

/my ;move by Britain to discredit DeGaulIe will not go 

unnoticed Ijy West Germany v/hich v/ill keep v.'oli abreast 

of both French and British movements designed to ensure 

that Germany stays in her place. In terms of their political/ 

psychological warfare offensive aimed at Western Europe, 

the Soviets, particularly following Czechoslovakia, ' 

would want to govern their own actions to ensure that 

any precipitous move on their part would not bring 

about a political integration of a divided v/estern 

I 

•world . 

, d. FRG/Asia: Developments in A.sia are moving 

v.'ith lightning like rapidity - by Asian standards - and 
the FRG obviously has a major stake, commercially and 
politically, in these. For the time being it would 
appear that the FRG's closest Asian ally is Japan which 
is coincidentally a tough trade cov.ipetitor . Geographically 
spealiing, V/est Germany and Japan are sufficiently far 
removed from one amother tc render reasonably unlikely - 



at least for the foreseeable future - the rise of 
serious conflict of political interests, lloreovcr, 
both V?est Germany and Japan have dynamic economies 
and, altliough ethnically different, do have thcii- 
traditional cooperation during WVi'II as a good precedent 
for their currently expanding cooperation in what 
would apf)ear to be political fields. The variables 
in their I'espective systems of government are not 
so great a.s to preclude close cooperation on a long 
term basis and the productive menta,lities of the 
peoples of these two great industrial nations are 
closely attuned in many respects. Both Japan and 
Germany have in common their traditional fear of 
Soviet domination, a major factor in bringing the two 
together. Although Japan wa.s earlier approached by 
India to make a compact with Australia for the 
containment of Cammunist China, while maintaining 
good relations with India, the Japanese obviously 
recognize the potentially eph.emeral base of India’s 



ruling party and would most probably - now tJiat U.S. 



Uo unlihely to t,.io 



herseli very clofjely polii cally 



to a weak India. Recognizins that the Soviets have 
a militarized India high on their list as a means 
of containing China Vt’ould give the Japanese further 
reason for standing apart from the situation, and 
letting the Soviets exhaxist themselves in carrying 
such a burden. Moi'eover, the Japanese are sensibly 
going to do nothing that would appear as a deliberate 
provocation to the Chinese, i.c., barring unforeseen’ 
changes in the situation. This brings us ba,ck to 
the question of FRG/Japan intentions relevant to the 
Far East. From the European standpoint, the FRG 
obviously sees herself caught between her allies 
such as France and Britain who do not want to see 
her assuming the dominant political and economic 
role in Europe either independently o.r via the 
medium of some sort of integrated V/estern European 
governmental entity, and the Soviet Union v/hich shares 
the above fear. Since no one is sure of the future 
course of any other country's protective shield, 

West Germany, as i-eflected above, must by necessity 



understanding with Jap<an, on the surface prodicatocl 

( 

on economic bonds and fostered by close ties, between. 

FRG and Japanese leading Inisiness concerns, could 
well lead to future FRG i^olitical equities in the 
Far East. Relatively speaking, neither West 'Germany 
no3.' Japan is believed to consider China a.s the major 
threat to themselves or to their vital interests . 

Japan obviously v/ants to keep Taiwan outside 
Communist China’s grasp in order to better ensur'e the 
safety of her sea-lanes to SEA. V/est Germany would 
have no I'eason to oppose this. On balance, both 
West Germany and Japan tend to look upon, the USSR as 
the greatest threat to their security which is 
quite logical. They, of course, see a stronger China 
as a po,ssible counterpoise to tlie Soviet Union and the 
question naturally arises as to whether there is sonxe 
joint decision to move toward a balanced indxi.sti’ialization 
of China. From the standpoint of V/est Germany, any 
pinning down of the Soviet Union on its eastern front 
would tend to reduce to some extent the dange.r posed bj' 



thfi .Soviet. Union in We.stcrn Eurono , 



In this unbelicvablv 



complicated Gituatioii, the Soviets also inay be 
thinlcing of the future possibility, albeit long 

I 

range, of theij- being ultimately pusJied by Ciiina 
West of the Urals. With this in mind they may be 
at least thinking along the line of giving the 
Japanese some increasing commercial equity in 
'Siberia in the hope that if the Soviets should 
ultimately be pushed out of this ai'ea that Japanese 
equities would be sizeable enough to motivate them 
toward the coutainviient of Chinese territorial 
expansion within a Far Eastern fraiaework. Possibly 
both the FRG and Japan see North Vietnam as a roadblock 
to future Chinese expansionist efforts into SEA and 
would hope to assist in the industrialization of 
North Vietnam not only for commercial purposes but 
al.so for the purpose of affording North' Vietnam 
additional political leverage in its dealings v/ith 
China. V/batever may happen, it is believed that most 
of the countries of the Asian continent are already 
commencing to recognize the fact that they in one v/ay 
or another will become buffer states-' to a powerful 



as to rcndei' weanxiiglos;- 



aiiy attempts at mailing \ 

decisive future projections. liowcver, it is believed 
that for coinaercial as well as politico'll reasons that 
the West Gei*mans and the Japane.se v/ill make a maximum 
but carefully planned effort to utilise their 
unque.stioned industrial kaow-Iaow to fill the vacuum 
in. the countries of Asia which they believe will be 
:left through an Anglo/American withdrawal of their 
influence from the area and perhaps by a cori'esponding 
diminution of v;hat is currently a continuing Soviet 
effort to lay the infra-structure for containing China 
through attempting to establish close ties with SEA and 
sub-continent countries. The above i.s brought out 
because of its significance as a factor in future ERG/ 
Soviet relations. If the Soviets commence to feel the 
pincers being applied to them from various dii'ections they 
depending on how they see the development of the situation 
may feel compelled to make serious concessions on the 
one, hand v/hile .la.shing out on the ot.her , Adverse 
developments in the. Far Eastern situation could 
seriously blunt their political offensive ag.ainst 
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thoix- Western Europonn objectives. 

31. V/e should be remiss if we didn’t take the 
current and potential position of the German Trade 
Union Federation (DGE) into o)ir calcuiaxions relevant 



to the future securitj'- of Vi'est Geniiany and v/ith respect 




to the qxiestion of whether this should become a target fox- 
WOFIRM coverage. There are approximately some 
6,500,000 membex's of trade unions in Germany - members 
of the aobve federations, broken down essentially as 
follows: 



Govei’iiment Adrainistration, 
railways a,nd posts 


public utilities, 


1,200,000 


Metal Woi’king 




3,000,000 


Printing 




170,000 


Local Employees of Allied 


Foi'ces 


120,000 


Rubber 




50,000 


Brick and Conci'ete 




60,000 


Woodworking 




70,000 


Wholesale and retail trade 




130,000 


Dock IVoi’kers 




40,000 



Construction 



1,300,000 



extend co-detertMii natioii (labor and l ajiaj^eiriont) throughout 
the private sector of the economj'’ in connection with the 
decision making process. At the mo.'.eat co-determination 
exists in tlie coal and steel community. The DGB in 
attempting to establish the criteria for the remainder 
of industry is asking for co-determination in industries 
' with 2,000 or riiore employees and a total balance sheet of 
I DM75 million on annual sales volume of DM150 million or 

i 

more. The Unions also v/ant an 8% pay raise during 

1969 but the SPD hopes to J:eep demands to a. maximum of 

4 or 5%. In considering ladoor's cjipacity for jnaking 

trouble and bringing on inflationary ti^ends - \vhich 

\ 

the government is doing whatever it can to resist - 
we must talte account of the fact that as of 27 February 19G8 
the total value of union owned assets in the FKG incliiding 
economic undertakings, real estate, liciuid holdings and 
capital investment in indu.stry was estimated at DM1.3 
billion. These holdings arc rapidly growing largely 
because the unions have jiot had to pay out strike 
benefit.s. They thus create- a reservoir for future 
strilie benefits on a fairly protracted scale- should a 



and support these by v/ide sca3.e strikes. 

33. There are a nu'uibcr of factors to be censidGrod 
here, viz: 

a. During periods of relative prosperity such as 
v/e have no\v the older workers, Avho still dominate the 
thinking in the trade unions, are reluctant to go 

off on strike. They are the tyge of people who like 
the security of their jobs, who want to avoid involvement 
in under tal;ing.s which could have serious repercus.sions 
on them, who enjoy taking their sick leave, etc. 

b. However, it was noted that in spite 
of the absence of inajox" strikes during 1967, there 

I 

were signs of grooving militancy among the rank and 
file. This discontent spread among major groups of 
working x:>eople in the big industrial centers of the 
Ruhr, liesse , ■ Baden-Vi’urttenberg and Bavaria. The 
sudden interi'uption in the continued improvement of 
living' standards, the psychological shock of mass 
dismissals and wage cuts, a harsher management 
attitude and more severe discipline-, in the plo.nts 

tenfiod tn revive "nn t. i — enni t 1 i st " feelint-'S ninonn- 



f 



the older woi'kers and iu.i tinted a wave of . indijaiation 
against the industrial establishment, thus causing 
a cei'tain dissatisfaction with conditions as a 
whole, e.g., government, parliament, political 
parties, etc. 

c . Presumably the union Icadei-s must also 
be aware of the tools available to management in the 
event of a strike. Management, generally speaking, 
is in a position to shift its orde.i's to subsidiaries in 
foreign countries, which would presumably not be 
<§(ffected by sympathy strikes, and thus avoid being 
-brought to its knees by united labor action, unless, 
of course, such action should get completely out of 
hand . 

34, Communist activity in the labor unions bears 
a close look. As of the early fall of 1967, the 
exchange of an official DG)j delegation v/ith a 
delegation from the Central Council of Soviet Trade 
Unions set in motion an almost frantic competition 



w.-r 



between the DtiF afxiliates to establish contacts 
with their counterpart "unions" in Coiiiminlst countries 
in Eastern Europe. The BG3 unions involved at time 
were the Public Service and Transport workers, the 
Metal Vi'orkers, thfe Postal V/or3:ers, the Railroad 
Workers, the Woodworkers, the Printers and the Food 
and Beverage V/orkers . By late fall, the DGB had 
recognized that its haste to send delegations to 
the East had rather impaired laijor's doraestic image, 
and an attempt v/as made to dampen down the enthusiasm 
for delegation contacts with the East. The DGB 
executive board then set up a comraissiou to evaluate 
union experiences with visits to East bloc countries. 
It was decided to send no official DGB delegation 
to the late 1967 Congress of the Soviet Trade Union 
Fedei'ation. With respect to the DDR, the FDGB 
(Federation of Free German Trade Unions - Soviet 
Zone) continued to press for contacts v/ith the DGB 
despite the DG3‘s uncompromising rejection of contacts 



v/ith zonal workers or other organizations. At year's 



UUU X'JU 



111 u prus> release, 



aim 



.iicoct an 



increase of 4000 la,bov visitors - a total of 31,050 - 
/ 

from the FRG during 1967, Altliougli the DDR attempted 
to ir.ipl 5 '’ a substantial ii^crcase in DDR infiltration 
of the trade unions in the West, the visitors appeared 
to be mainly there on personal visits. There is, 
according to the Department of Interior’s report for 
the year 1967, some evidence of an organized effort 
designed to propagate Communist objectives among the 
more than one million foreign workers in Germany 
including 287,500 Italia.ns, 159,400 Turks, 136,200 
Greeks, 111,900 Spaniards, 99,800 Jugoslavs and 
18,700 Poi'tuguese . About one-third ' are employed 
in the metal industry and more than 75,000 foreign 
workers are members of the Metal Workers Union, some 
of v/bose leaders appear to be closer to va,rious 
Communist causes than those of most other German 
unions. It has been said that the Comirmnists may 
be primarily interested in using these people when they 
return to their countries of origin - there is no 
reason hov/ever to believe that the Communists are 



to rauster anywhere as long as this use is co.-patible 
v/ith pi'iority objectives. i 

.35. On balance, hov/ever, the trade union 
leadership at the moment docs not seem to conta.in 
the charismatic and revolutionary type leadership 
that would be capable of creatiiig a labox' moveraent 

i 

i 

! 

that is really troublesome or dangex'ous to the 
government. It remains to be seen v/het.her Kui’t 
Gscheidle, designate to fill the shoes of DOB 
President Ludwig Rosenbei’g, will be formally 
elected to this position and, if so, how he v/ill 
behave. It xvould seem that a combination of leaders 
and older workers satisfied v/ith their lot may negate 
the more dynamic enei-gies of the yoxmger woi’ke.rs and 
that the "no strike" policies will continue to prevail 
There are I'ocent cases of sabotage of .shipments fi'ora 
West German companies to Greece, apparently by Greek 
foreign woi’kers employed in the metal workers union. 
Although this bears watching, there is no indication 
it is getting out of hand. V/hile there are obviously 
Communist penetrations of the trade union movement 



^vhich woulci even hint at the possibility of a 

/ ^ 
Communist talveover. Relatively speaking, things 

remain calm, and v/hile we should generally monitor 

trade union developments, there seems to be no need 

for a special emphasis on this. 

36. Our primary liaison in the field of internal 

securitj'^ is with the BFE an organization currently 
I 

suffering from low raorale and a current shortage of 
case officers targeted against the Soviets. At present 
there are some three full-time BFE case office rs 
operating against a Soviet target which - all 




categories considered - must consist of several thousand 

Soviets travelling to the FRG on an annual basis. The 

BFE is more of a coordinating and evaluating than an 

opers.tional organization, its reports, emanating 
/ 

largely from the LFV, fortunately being of fairly 
good qua.lity. Since the BFE itself is v;ithout any 
particularly high status in the government or v;ith the 
body x^olitic, such attempts as it does make to enlist the 
cooperation of government officials and industrialists 



They simply v.un't divulge anytliing of coriL,equence 



« 



to the BFE representatives. Though efforts are 
* 

coiitinually being made to establish closer liaison 

witJi tJie BFE relevant to improving the focus of 

activities against Soviet and GDR targets, the built-in ■ 

I 

( 

1 

I 

limitations in the BFE are such as to preclude our ^ 

n 

I 

I 

being overly sanguine as to the quality of the 
results. Moreover, officers in the BFE during this 
election yea.r nay be expected to consider carefully 
anything they give us which raight conceivably 
redound against the best interests of tlieir respective 
parties . 



37. An active liaison is also iuainta.ined with 



Jvoeln, Munich and Hamburg, although again. 



those IxD'Vs in the various Laender which run Soviet 



operations are working with an acute shor t age of full 



ti me case o fficers. Much of the LFV emphasis is on 



operations against the left and right radical fields 



Pxegula.r liaison is also conducted with the Security 
Group which Conducts investigations at BFE behest. 
Monthly liaison is also maintained v/ith the ASBW which 



military . 



38. Because of the patent significance of the 
Bundeswelnr as a tai’get foi' Soviet and MTS activities 
in the espionage, sabotage and related fields, a brief 
look at their apparent competence and problems is ‘ 
merited. ASBW capal^ilities for denying the enemj'^ access 
take on greater meaning v/hen one considers that they are 
helping to protest the security of sophisticated 
weapon,s systems sold by us to the Bundes'wehr . It \vas_ 
rather interesting to note that apparent "sabotage" of 
German military equipment - loosening of nuts on motoi' 
vehicles and unidentified damage to Air Force equipment 
inci'eased 86 percent during the month of December 1368 
over the average for the preceding ten months. Although 
the ASBY/ reports for the period 1 July 1968 through 
31 December 1368 give no accurate picture of the amount 
of damage caused inter alia by a.pparent acts of 
sabotage, they indicate that the area of emphasis during 
December was in the Hamburg and SchlesY.'ig-Kolstoin areas 
Apparently before tliis there were no trends reflecting a 
possible concentration of sabotate in a given 



July-S€pte;nl.)Gr 1968 founcl negligence as tlie primary 

cause of equipment: damage, the AS3V/ report for the period 

/ 

Octoberr-Decemher 1968, although laching supporting 
evidence, attributes the substantial increa,se in damage 
at least in part to probable externally directed acts 
of sabotage. As reflected above, these acts effect 
botJi ground and Air Force equipment. The problem of 
isolating any external direction of acts of sabotage is 
complicated even more because of the kiiovm desire on the 
part of the APO, SDS, VK (Union of Draft Dodgers) and the 
SDAJ, a left v/ing' organization, to undermine raoj.'ale and 
competence in the Bundesv/ehr and the enormous difficulty 

t 

in determining factions in the above susceptible to bloc 
control. An examination of ASBW reporting for the above 
period would lead to the conclusion that the ASBW has not 
been successful in mounting provocation op»erations designed 
to obtain clear cut information of externally directed 
espionage and sabotage. 

39 . An optimistic note on the liaison front is the 
State Security Committee for Security and Intelligence 
purposes which meets once a month to coordinate and table 



and intelligence fields, the fa.ct that its members include 
ranking officials from the chance] lery, tlic foreign office, 
defense and interior and that its meetings are attended 
by the top officials in the internal security and positive 
intelligence fields at least provides a good emhryo for an 
effective unit. 

40. Everyone recognizes that a major problem in 
the national security fielfl is the decentralization of 
authority over units involved in the work tho.t was 
effected Ijy the allie'^ on Germany’s defeat. This 
decentralization inter alia results in no one man having 
the authority and prestige to coramand the attention of 
top ranlting FRG officialdom. This is merely , an atterapt 
to. identify the problem and is not intednod to suggest 
that an integration of the services under one head would 
be advisable from LNIIAPvP’s standpoint. 

41. In terms of the new left, it is extremely 
difficult for us to speculate with any degree of accuracy 
on the extent of Soviet bloc infiltration of the multi- 
farious organizations which hy definition might fall 

jTor the most part, 

v/ithin the new left field of endeavor, the new left 



establisliraent is chat ol the USSR, the U.S., F.i-aacc or 
West Germany. ^There is certa.inly no indication that any 
significant segment of the nev/ left in V/est Germany 
consciously adheres to the Soviet lino. Although there 
are known pro-Soviet factions within the SDS in V^est 
Germany, for example, they would seem to form only a 

small part of this amoi’phous movement. There are two 

I 

fundamental questions relevant to the West German scene 
which are naturally of the utmost interest to us, viz '(a.) 
the intentions and capabilities of necv left organizations 
for creating the type of severe chaos which could be 
exploited to serve high priority . Soviet tactical and' 
strategic a,ims in Western Europe and (b) the inter-related 
issue of Soviet capabilities for precipitating and/or 
keeping up the momentum of a situation vdiore disorder 
rules. 



42. In concluding the rationale, fui’ther comments on 

"the Chinese Communist target as a high priority one/ 

u- 



L 

a leading 
early 1967 



'are in order. V/est Germany, after Japan, is 
trading partner of Communist China. Up until 
, Communist China was regularly signing nev.' contra 



the macJiiiiery to cquir) riev; plants, some 57 such contracts 
having been signed in the period betvveen 19S3-1967, 
ten of which were with West German concerns. This meant 
that West German sales and technical personnel were visiting 
China, on a continuing ba.sis in an attempt to negotiate nev/ 
contracts, to advise on the erection of new plants in 

i 

areas of great militai-y sensitivity to the Chinese such 
as Lanchow and Taiyuan, and to sell industrial items. 

Some of the teclmicians involved in the instalJ.at ion of* 
machinery in new. plants could be expected to remain in 
China for a year or more and then be sent back again 
follov/ing home leave. Although the above German technicians 
and sales personnel became increasingly pro,scribed in 
their activities by alert Chinese Communist security police, 

m 

nevertheless, they did provide occasional rare insight 
into Chinese Communist technical and scientific activities. 

As the above technical personnel v/ere from the Western 
woi'ld with good educational backgrnunds and with no known 
political bias, we v/ere pretty v/ell able to accept their 
reporting as a valid account of the matters v/ith v.'hich 
they were conversant. Although the hiatus in the signing 



technical and ot.lier personnel going; to the mainland 
for approximately a. two-year period and hence the mnaber 
of prospective recruits, in early 1969 indications were 
that China was once again interested in neg;otiating with 
West German firms for the sale of electrical pov.’ei' and 
other plants. Although the difficulties attendant to 
recruitment of the above technical personnel have 
increased corresponding to the pressures placed on them 
by their companies to avoid intelligence ties and by 
virtue of their personal fear of CCIS detection and 
imprisonment, an anticipated upswing in the curve of 
Sino/FRG trade should bring about some amplification in 
'the dimensions of our pool of possible recruits. Of 
course, a problem which cannot be readily discounted 
is that emanating from the combination of a renascence of 
German nationalism and a stro3ig economy v/hich ensures 
that there is little in the way of fiiiancial benefits ' 
that v/e can give l)y v/ay of inducement to our target 
prospects who are generally well paid professional men. 

As various Western Eurojpean nations 'relations with China 



relaxation of €ocom controls ~ Japan is already pushing 



for this - and the cousequejit opening up of additional 



opportunities for FRG/Sino trade, 



43. Of the 100 or so embassies accredited to Bonn, 



some 26 have recognized Peking, the opportunity thus 



being joresent that officers from one or more of the 



above, embassies will be assigned to Peking. The possibility 



also exists that certain diplomats posted here may have 



close friends ix\ other counti'ies v/ho will receive Peking 



assignments and can be used as bridges to them. Palcistan 



is generally considered as having relations v/itli Peking 
exceeding - in point of closeness - those vdiich .Peking has 



with vii’tually any other nation outside the Communist 



bloc. Palcistan 's Bonn mission appears to be its most 



important one in V/estern Euroioe . Bonn is the site for the 



Palcistan technical mission which does quality control 



testing throughout Vfestern and Eastern Europe . As Uonn 



has grov/ing economic relations with Pakistan, the FIIG b.i'ings 



many visiting Pakistani government officials to the FRG 



for visits. 



often under the auspices of Internationes . 



Although this should not bo ovcr-oraphas.ized, the possibility 
for gaining access in Bonn to Pal:istanxs v/ho have visited 
Conimunist China, may visit Communist Cliina or have been 
in close contact with fellow officials or military 
officers who have spent time in China. For that matter 

all the subcontinent countries with their obvious intense 

} 

interest in Chinese developments have important diplomatic 
I 

missions in Bonn. In this diplomatic ambience it is 
relatively easy to establish social contacts with 
diplomats from such countries as Pakistan, India, Ceylon, 
Nepal, etcetera, for cultivation, assessment and 
development. ' 

44( The relative position of Chin.a as a priority 
target) ■ is quite naturally enhanced . 

by the presence of a.n STITEM mission here. Although 
comparatively small - four people including the cook - 
documentary information exists for the presumption that 
the Chief of the STITEM installation has a mission 
extending beyond that of a mere propaganda organ into the 
delicate area of pro-Chinese Communist political 



to roportin[; the resultij of this. There is increasinjj 

interest on the part of STITEM personae] in cultivating 

/ 

West Germans considered .sympathetic to Peking. The 
possibility exists of using the STITE.M mechanism as a 
means of providing credentials for o)ie or more WOFIRM 
agents to visit the mainland. Information available 
from various sources would i-eflect the likelihood of 
a Chine.se Communist trade mission being establi.shed 
here within the next year or so followed by an eventual, 
exchange of diplomatic relations. Presumably the timing 
will depend to a large extent on the progre.ss of Vietnam 
.peace taJJes and on U.S. policy iiioves toward China. 

There are many overseas Chinc.se in school in Germany 
and others employed v/ith German industry, iii the mercantile 
restaurant business, etc. Although a lev/ of these appear 
to I'eturn to the mainland, they do provide possible 
bridges to Chinese Communist teclmical delegations sent 
here for training and equipment inspection and also provide 
possible access agents to per-sonncl affiliated with the 
new pro-Chinese Comnumi.st DKP/LIL plus similar organizations 
It is of interest inter alia to us to "monitor the growth of 



since poneti-ations of these could provide cr<identials 



to Vi’OFIRM penetration agents selected for mainland training. 



45. Finallji', the inclusion of NortJi Vietnam and North 



appropriate more from the long range than the short range 
viewpoint, particularly relevant to North Vietnam. From 
the long range point of view, major German concerns 

I ■ 

obviously hope to participate in the reconstruction of 

j 

North Vietnam, hence, the anticipated future dispatching 
of German engineers and other tecimicians to North Vietnam 
to advise on the erection of new plants. From the short 
range point of view negotiations are believed underway in 
only a few cases betv.'een FRG firms and the DRV, an example 
being Siemens attempts to sell generators. While recognisin 
that current information relevant to North Vietnamese 
reconstruction intentions v/ould be valuab3e as an indication 
of their thinking on peace negotiations, it is somev/hat 
doubtful that German firms will get too deeply involved in 
contractual negotiations v/ithout some sort of an unexpected 
green light from the U.S.- Of course, Vietnam has been a 




\.s perhaps 



there are unquestionably students here rho have maintained 
/ 

contact with DkV/NLF personnel in Kast jlsrl.in. They are 

quite ol)vi.ously, targets, although obviously difficult 

ones, for cultivation efforts. Since there arc soiae 15 

diplomatic missions in Bonn which also have diplomatic 

personnel accredited to Hanoi, there is always a chance 
i 

of some operational possibi.lity roateria Using in this 
field. In terms of North Korea,, as FRG/North Korean 
trade expands new opportunities will open up fox- cultivation 
and recruitment efforts. Of course, in attempting to 
recruit Gei'man technicians for work against DRV and North 
Koj'ean targets we face essentially the same problems as 
*ea.rlier delineated with respect to the Chinese target. 

Of course, technicians from K'est Germany have been 

employed in working on industi’ial installations 

in Noi'th Korea for the past sevex’al years while negotiations 



with the DRV are still in an embryonic stage. 



opportunity for plying their trade. Since Priority 

requireraent is to obtain information on Soviet intelligence 

/ , 

activity, v/e must continue to find ways and means of 
using third country diplomats as provocation agents 
against the Soviets, 'Our contacts among diploin;;.ts in 
the under-developed area may be such as to permit the 

i 

development of such operations.. Our first order of business in 
this respect is perhaps to stucty the; listing of 

Sov RT.S officer's and their known contacts within the • 
diplomatic world. Vfe should then attem-irt to put 
together some estimate indicating; 

a. The possibility of Soviet direct control 
(recruited) or some forra of implied control eraa.nating 
from the individual's known loyalty for his country and 
a current close Soviet gor'ernraeirt relationship with his 
country which he v/ould not ordinarily wish to jeopardize, 

(The latter situation complicates, for exami»le, our 
problem in deaJ.ing v.’itli the Indiaais and the .Irakis tanis . ) 

b. The nature of our relationshi.ps with the Subjects. 

c. The chance of using one or more of them as 
provocation agents directly against RIS' officers or as jDrovocatio!'! 



This is a coni;; lieu ted 



susplciou in Soviet eyes. 



field but one in 



both in terms of 



interest and in 



here . 



v;hich wo mjxy ba able te' m3.i:e some headway 
obtaining political information of 
improving our picture of RIS operations 



23. It is believed best to conclude tiic paper on this 
note. There are hundreds of possible situations which \vi3.1 

i 

have to be taken up as we go along. The main thi'ust of 
this paper is toward the charting of possible new fields 
of endeavor to supjjlement and complemont what we a.re doing. 
Additional papers ca,n be written if these should be 
wari’ anted . The emphasis here was on the inter-i’ela/cionship 

I 

between the FRG and Soviet targets. In the rationale 
the Oiina, and DRV targets were touched upon as was their 
rela,tionship to the above. Vlithout going into any detail, 
the acros.s the board effort we are suggesting hero v.'ill 
not only contribute to our coverage of Die Sov.iot and FRG 
targets with highe.st emphasis on the Soviet but to theChina 
and DRV as well. It is not believed that this pa,per is the 
place in which to attempt to spell out any new specifics 
on the China/DHV operational lorograms desiiite their 
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SUBJECT; Operational - Analysis and Suggested Courses 



of Action for Future/^ 



Program 



1. Pursuant to your request of January 1969, trans- 



mitted herewith in two parts is the following : 



a. Rationale lor Future Operational Action. 



b. Possible Additional Courses of Operational 



Action (pursuant to the above) 



2. A I Ooerating Directive” forwarded 

via EGNS-4402, wns received too late for a total 
correlation with the above paper. However, except 

for consideration of the question of the DDR as a 
priority target, the other priority objectives 
a,re covered in the attached paper. If you felt it 
desirable, a separate paper could bo v/ritten oa the DDR 
target. 

3. The preparation of this paper was conducted with 
the thought in wind jthat you would not v.'ish it to 



to take a look at what might be done particularly 

f-^ I ‘ 

relevant to^ highest priority, the Soviet 

field. Thus, no serious attempt has been made here to 
cover the oft-trodden ground of Soviet intentions vis-a-vis 
the major FRG parties and, conversely, their independent 
.1 or collective intentions vis-a-vis the Soviets. This gap 
is a deliberate rather than an inadvertent one . As the 

1 Berlin crisis escalated during the preparation of this 
paper, there v/as a natural tendency to use this an an 
example of Soviet/DDR political, psychological and military 
pressui-e on the FRG and its primary allies, such tendency 
being resisted since the end f>roduct would have been a 
poor duplication of what has been and is being 
reported . 

4. The primaryconcentration in this paper is on the 
S&T field which embraces those areas of the FRG Ministry 
of Defense, Ministry of Science and Research and the 
Industrial/University complex engaged in sensitive 
research work on projects with possible weapons 
applicability. In their clandestine efforts, the Soviets 
will likely concentrate on the field Vi’hich offers them 



to diniiiiish the significance of both overt and covert 



political raadi illations on the part of the Soviet 



The Soviets, being -realists, r.iay well put their 
best operators in the S&T field in West Germany where 

/ 

the current dividends could be enormous. The situation 
I in terms of Soviet emphasis could presumably change if 



a reces.sion or otiier pressui'es weakened the essentially 



pro-Western structure of the FRG and opened up new 
avenues for Soviet exploitation. 

5. V/hile paying homage to the premise that an 
outright defection of a top KGB or GRU officer ”in place" 



is an ultimate objective, this paper is concerned mainly 
with building a network, essentially with West German 
assets, for identifying, monitoring and hopefully 
plajdng back Soviet activities directed at S&.T targets with 
the intention of acquiring pi and CE information pursuant 



to the priority objectives delineated in£^ 




operational directive. In other words, we have attempted 



to visualize the typo of SS;T target study the Soviets 
would have made for West Germany and suggest that a 
parallel WOFIRM effort might provj.de the entree to 
Soviet operations necessary to advancing our objectives. 

6. This study, unfortunately, did not result in 
any guaranteed panacea for solving the dilemma of 
getting good Soviet operations underway. Out of it, 
however, grew a conviction that we are going to have to 
do some more experimenting if we are to have much hope- 
for success. Because of the complicated nature of the 
target as well as the long standing nature 

operational efforts currently underway, the position talcen 

( 

in this paper is that such experiments as we may conduct, 
at least for the time being, be complementary and 
supplementary to going efforts. 

7. The rationale is somewhat longer than the 
suggested courses of action, the latter being Ij.mited 
mainly to the SfcT fj.eld. This paper could serve as 

a launching point for other specific target studies 
in related fields. 

8 . No attempt was made here to suggest who might 



be assigned to v/hat target or vhat other covers might 



be useful to achieve any 

u- 



joer 



ational program. 



If the decision is made to explore the ideas contained herein, 



one would thinh that virtually every operational 



officer 



c 



pould raalie a sizeable contribution 



MAAG cover and that provided by one or more top U.S 



industrial firms represented in West Gei-many could 



s4i've us well in this type of operational program. 



'1 

A 



Urcro 



. Those proposals are not intended It! siipoi cOukr 



the existing;^ (;riodns oporajidi for attacking the 






Soviet and other targets li 



sted in 



] 



Operational Directive dated 4 February 19«9 . Tho 

proposals contained hoj'e are considered as largely 

supp lenient ary to going efforts. Within the concept 

of the Part I rationa.le of target inter-rela-tionships , 

it is possible that v/e, while essentially pursuing 
'I 



current 



■r 



operational programs,, can concurrently 



experiment in using our case officers on an "across the 



board basi^’ in an effort to caiu’y out nev/ operational 



endeavors. Such endeavors v/ould naturally be slanted 



towai'd satisfaction of our top priority Soviet objectives, 



although, as reflected in the rationa.le, other objectives 



could be .satisfied as we move along. If we should 



discover the expei'iment to be a profitable one we could 



adjust case officer time and efforts a.ccoT'dingly . if 



wc see that it is leading us nowhere, we, v.nvile still 



keeping curr 



rent r 3 . 



pi’ograms goin.g, could once 



again conmenie experimenting along new lines until 



we hit on what would appear to be a successful formula, 



2, As reflected in the rationale it is , 
believed that with the strong pro-V/estern complex of the 
FRG-aad its people that the highest priority given by 
the RIS to German targets is in the S&T field, a field 
toward which we should largely address ourselves in 
our experimental effort. Sucli an effort, if in anywise 
successful, will contribute to the satisfaction of 
parts of objectives 1 and 2 under priority A. 



3. In attempting to identify Soviet activity in 
the S&T field we have tried to project the sort of 
target study which would hopefully parallel that 
made by the Soviets, This target study at first 
blush embraces a rather large area, a refinement of 
individual target groups occurring as we move along . 
The area embraced includes the Ministry of Science 
and Research, the Ministry of Defense and those 
facets of the V/est German industrial complete 
v/hich are involved in sensitive research v/ith direct 
or potential weapons applicability. Despite the 
unbelievable complexity and range of the. various 




Jprog 



jrams v;ill also contribute to this. . 



interests involved in this field it ii. not unnatural that 

there v.'ould be a direct inter-connection which must be 

/ 

of considerable interest to the Soviets. In examining 
the target area, v/e should first taice a look at some 
of the organizations primarily involved in the field 
of research. At least at this stage it is difficult 

f 

to discern the lines of control, e.g., do they 
emanate from the Federal Ministry of Scientific 
Research, from the MOD, from industrial management 
or from a combina.tion of the above or other sources. 

4. In any event a list of the most important non- 
profit corporations or associations which sponsor and 

» 

finance research, i.e,, those operating within the 
lega.1 framework of private organizations but which 
liave governmental representatives on their boards of 
directors or trustees and receive a major portion of 
their financial support from both the federal and 
state governments, follows: 

a. German Research Association (Deutsche 
Forschungsgeminschaf t - DFG) , Bad Godesberg. Program 
involves scientific organizations ratJier than individuals 



and institutes. It largely pro;.otes research groups 
and advises the government on scientific matters.' 

b . The Max Planck Society fo,r the Promotion of 
Science (I.Iax-Planck-Gosellschalt sur Feerderung der 
Wissenschaf t , Goettingen. Unlike the DFG, tlie Max 

•t 

Plarnck has 52 subordinate reserii'ch institutes and 

facilities. It is the most significant institute conductin 
I 

research in West Germany. 

lif 

c. The Fraunhofer Society foi' the Pi’oinotlon 
of Applied Research (Fraunhofer GesellscJiaf t sur 
Foerderung der angewandten Forschung), Munich. 

Specializes in applied research, sometimes of a military 
nature . 

d. The Arbeitagememschaf t Industrieller 
Forschungsversinigungen (AIF) is an organization 
compi'Offl'ising over GO industrial research associations 
or institutes. 

e. Donors Organization for Promoting the 
Arts and Sciences in Germany (Stifterverband fuer die 
Deutsche Wissenschaf t , Essen. It is concerned primarily 



It is the luost 



industrial research luidertaltings . 
important intermediary between industry and the 
scientific coramunity. Its contributors coraprise 
every major industrial and commercial enterprise in 
West Germany. 

5. The essential responsibility in the MOD 
foi’ reseai'ch and development has been given to 
Abteilung Wehrtecimik (T) (Depai’tment of Scientific 
Defense) under the Min Dir V/ahl, a basically civilia 
group. Industrial fiarms carry out much of the 
military research under contract with the government 
Some industrial firms allegedly perfoiaa industrial 
reseai’ch themselves in order to get full benefits of 
later production sales. Some firms involved in 
military research plus a reflection of t 3 ''pes of 
weapons research follov/s : 

a. Dynamit Nobel - private research on 
explosives and ammunition funded out of their own 
budget. 

b. Rheinetall, Eltro (subsidiary of AEG - 



Telefunken) out of ovm budget. 



excellent ^ ility uucierway on suppoi'i; ;nextia. 

h. West German naval research emphasises 
/ 

development of midervater weapons . 

6. In terms of the biological and chemical 
v/arfare fields,- the emphasis of research and development 

I 

is on the defensive aspects. The liondon and Paris 
I 

agreements of September-Octoher , 1954 i^rohibit the 
manufacture of any atomic, chemical or biologica.l 
v/eapon in West Germany. There is a fine line here 
between what is defensive and v;hat could be an 
offensive v/eapon. West Germany has one of the best 
defensive BW capabilities in Western Euroi^e . 

Insofar as is known, there is no offensive BW program, 
but research is underway which could be related to this. 
The W'est German Chemical Warfare (CW) research and 
development potential is at least equal to thatof the 
United Kingdom and France. Considerable research has 
been performed on therapeutic chemicals for CW defense. 
The Institute for Aerobiology at Grafsch.aft has shed its 
former operation under civilia.n auspices and now comes 
directly under the direction and control of the above 



7. Ill the atomic energ 5 ^ field the Vt'eat Germans 



have a strong nucleai' progra.m ivhich is directed toward 
peaceful applications of nuclear energy with special 
erapliasis on realtor research and development. . Although 
much of the effort is on the development of research 
and training reactors, the major portion of the ivork 
is eitlier directly or indirectly associated with the 
development of nuclear power reactors.. The Nuclear 
Research Institutes at Karlsruhe and Juelich provide 
the necessary facilities for training in experimental 
techniques, as well as for conducting their ovn 
programs of nuclear research. At least 27 research 
reactors are in operation or under construction in West 
Germany. There is one critical research assembly in “ 
Karlsruhe. Research on isotope (U-235) separation is 
being conducted in the gas-centrifuge process near the 
Juelich institute. An exiierimental isotope separation 
facility using the jet-diffusion process was set up at 
Karlsruhe in 1967, but it is still in the developmental 
state , Limited amounts of plutonium can be processed in 



facilities; now existing in V‘est German 3 r. However, 
all such plutonium produced is considered to be 
under adequate safeguards to prevent its diversion to 
military use. 

8. Regarding 'space research, the new organization 
for centralizing all space research is the German 
Expei'imental and Research Establishment for Air and 
Si^ace Flight. Among the most important coiapanies 
concerned with West GeiTaan missile and space research 
are the aforementioned iMesserschmidt-Eoelkow Development 
Company, Stuttgart and Doi’nier, Munich plus 
Entwicklungering Nord, Bremen. Excellent I'csearch is 
done on the physical, chemical and electrical properties 
of the upper atmosphere. V/est Germany is an active member 
of EUROS.DACE, of the European Space Research Ox'ganization 
(ESRO) and the European Launcher Development Organization 
(ELDO) . 

9. Electronics research, and deveJ.opment in Vi'est 
Germany are extensive and of good qualitj'. West German 
teclinical capability in component development equals 
that of any other country in the world and the countrj'^ 



electronics research than , any country in 17estern 

f 

Europe. The major ornphasis in electronics research 

and development is in comriumications and related 

comijonents . ECM research is not original but is 

being studies. Particular attention is devoted to 
! 

propagation problems both from the utilization 
(scatter communication links) and the denial 
(chaff dispensing and jamming approaches) . Germany 
has more computers in use i^er capita than any other 
Western nation except the U.S. and most installed 
equipment is of German manuf a.cture . The comestic 
computer industry includes U.S.' subsidiaries (IBM) . 
and German firms who manufacture under foreign 
license (mostly U.S.). 

10. Aside from the industrial imivorsity complex 
which will be examined in greater detail later, there 
Y/ould apiiear to be four main target areas in West 
Germany v,’hich are repositorie.s for tlie bulk of S<TT 
information a,nd presumably are of the utmost interest 
to the Soviets, viz.: 



Scientific Defense known, as Department T) MOD, 

mentioned above as being the group pr.imarily responsible 

fox' research and development for tJie military. 

b. Fulirungsstab der Luftwaffe (Directing 
♦ ^ 
General Staff of the Air Force), Planning Groui>, which 

handles some highly classified reseai-ch and development 

for the Air Foi'ce. 

I • 

i c. Bundesamt fuer V/ehrtcchnik and Beschaffung 

(BWB) (Federal Agency for Military Technology and 
Pi'ocuremeut) located at Koblenz: Responsible for 

carrying out of all technical development of v.'eapons 
systems for the military, tecluii'cal testing, preparatory 

I 

processing and central procurement as well as all related 
contracts and tecimical training of personnel. 

d. Federal Ministry for Scientific Research 
located at Luisenstrasse 46, Bad Godesberg , ' 

11. Organizational breakdovms of the above target 
areas are available. To economize on space they will not 
be included in this paper.- 

12. Of course,. the fact that the above areas may 



nrimarv taraets for the Soviets obviously does 



/ r 

into West Germany u nder the ausoiccs oi various V'esJ^ 

German industrial concerns and v/ho way remain in V/ost 

Daring the past year and a liall v.’e know of 
Germany from a few weeks to two years oi' more, /some 

80 Soviet acceptance engineers vdio have arrived Jiere 

for stays of six months or more. Although in the' past 

the Ministry of Interior made no particular effort to 

keep track of these individuals, who for all purposes 

could lose themselves in V/est Germany for months without 

West German authoi'ities being aware of their whereabouts, 

ari attempt is now being made to rectify this. We obtain. 

travel data from the BFV covering Soviets who visit Vt'est 

Germany including Soviet officials , acceptance engineers, 

members of cultural and scientific groups, individuals 

who attend conferences here, academic types, etc. . The 

names of the West Gcinnan companies to be visited by the 

acceptance engineers who will be checking equipment on 

order, etc., are also provided. The magnitude of the 

problem facing us in our attempts to run useful and 

extremely necessary PI and CD operations, against the 

Soviets in the general S£jT field is highlighted by the 




following : 



I - 

(b) There 
universities in 



are nuclear research organizations in 
the following cities where research is 



< 



conductv'id : Aachen, Berlin, Bonn, Braunschv/eig , Cologne, 

Darmstadt, Erlangen, Erankfurt, Freiburg, Goesthacht-Tosper hvi‘ 
Giessen, Goettingen, liamburg, Hannover, Heidelberg, Juolich; 
Karlsruhe, Kiel, Mainz, Marburg, Muiiich-Garching , Stuttgart, 
and Wuerzburg . 

(c) As reflected earlier there are many companies 
which have fairly extensive technical exchange agreeuients 
with U.S. covAx^anies and governraental institutions containing 
materials classified through SECRET. Examples follow: 

(1) BoelkoY/, G?.U3H has teclmical exchange agreements 

I 

with U.S. conceims in the following fields: I 

. i 

a. Image receivers for long wave infrared 

I 

I ' 

b. Defense against low flying aircraft. 

c. Anti-tank guided missiles. ! 

d. Ballistic I'esearch and development 

e. Rocket ^7eax5on systems for area fire - 
single and multiijle liiunched, 

.> f. Propulsion test facilities 

g. High i^ressure regeneratively cooled thrust 

chamber 



not mean that the Soviets would bo successful in 
achieving and maintaining suitable penetrations of these 
for any number of reasons. Thus, one could anticipate 
that the Soviets both to establish bridges for getting 
into their ultimate target areas, and inter alia as a 
means for getting the most current S&T information will 
be seeking to obtain this through elicitation efforts and 
penetx’ation operations directed inter alia against 
industrial and university centers involved in sensitive 
scientific research. Of course, they would also run 
operations designed to obtain information on sophisticated 
weaponry through concentrating on the end users of this 
in the field. Thus, it behooves us to take a closer look 
at this potential array of Soviet S&T ta.rgets in an 
effort to as.ses,s our own field of concentration in 
developing future .'PI and CE operations targeted against 
the Soviets, Prior to doing t)iis, however, perhaj^s v/e.. 
should talie a very general inventory of our knowledge 
of current Soviet activities applicable to the scientific 
research field and of their estimated capabilities for 



Jo support 

I 

this thesis, it is ahvious that AECOLLiAPSE/1 is v;ell 

connected in German industrial circles. Many of the 

other Soviets in the emb;issy and the trade mission 

presumably have similar connections. One would imagine that 

I 

the bulk of the RIS officers in the embassy and trade 
Iraission do essentially the same thing we would do given 

i 

the same set of circumstances. With the liigh priority 

the Soviets would obviously give to satisfying S&T 

requii'ements , they would certainly want to give 

maximum attention to this in V/est Germany where they have 

V' f 

siseable lattitude (in the absence of effecting internal 
security network) for carrying out the following norma.l 
clandestine functions, i.e., spot, assess, cultivate, serve 
as bridges to recruitment prospects, handle recruited agents, 
occasionally make recruitments, sei’vice trooios, pei’haps 
maJee an infrequent direct contact v/ith a Soviet illegal, 
etc..YMth some 80 people in the Soviet embassy and 
another 80 in the Soviet trade mission (GO percent UIS) , 
they are in a position to see a lot of existing and 



AECOLLAPSE, 



J-ready kno\:nj^ 



generate a plethora of new contacts. 



How many of the 



is unknown. One v.'ould riot even attempt to guess Iioav many 



illegals the Sciviets have hei'O cioing S&T work, 

14. In terras of security, wc all recognize that RIS 
officers, excep;: under the most unusual circurastance.s, 
would neither be inclined to telephone a sensitive 
contact irora the embassy or trade mission nor receive 

a telephone call at the above installation from a sensitive 

I < 

contact. The same would be true regarding the use of 
the phone at the RIS officer's home if such use could 
conceivably compromise the identity of a sensitive 
contact. Despite this CALLIKAK coverage is still an 
extremely valuable tool for identif3>-ing ^ curr ently 
non-sensitive (in Soviet eyes) individuals with v/hom 
certain Soviets are in contact. Thus, the strategic 

% 

BND coverage plus BFV CALLIKAK coverage on individuals 
is most useful relevant to S&T as v/ell as all other 
fields of Soviet interest. 

15, Of the several categories of Soviet travelers 
to West Germany on an annual basis, of especial interest 
from the SI?iT .standpoint - as well as from the standpoint 
of "the Soviet economic offensive against West Germanv" - 



iiiissioii or Soviet visiting technical and scientific 



personnel to ciiscufss the nature of these contacts 
either ivith an LNIIARP representative or "alleg-oclly " 
with representatives of their own internal security 
services. 

I 

j 

) ' 

i' jb. The fact that soins 500 or so German scientific 

f ■ 

and tecluiical personnel, who v/ere Soviet POWs during 

j 

periods ranging up to 10 years, have long since been 

I ■ , . 

resettled in West Germany, many of them in sensitive 
positions in West German industry. (In view of the 
long exposure to Soviet indoctrination, it goes without 

saying that some of the above have foi’med the nucleus. 

» 

for a Soviet espionage network in the S&T field. 

c. The vast number of refugees from the DDR 
and expellees from bloc areas previously containing 
German minority grouiDS - some of vdiora are scientific 
0 .nd tecimical people - naturally complicate the problem. 

d. The tradecraft skill, sophistication and 
apparent sclentifjc knowledge of RIS officers such as 
AECOLLAPSE/1 a,nd their strong sense of purpose ir_ going 
after materiai.s of priority interest to the Soviet Union. 



personnel for clandestine undortaliings targeted against 

West German S&T personnel, 

> , 

f. Tlie presumably highly capable RIS illegal 
netv.’ork v.'hich v/ould presumably have been established 
in areas v/here police and other personnel records were 
destroyed as a result of the war and v/hich could be 

f 

effectively used to handle personal contact v/ith ultra- 
sensitive S&T agents . 

g„ A natural reluctance on the part of V/est 
German scientists, assuming they are carrying on 
unilateral research of a highlj'^ classified na.ture, 
to malce any allusion whatsoever of this to an UfKARP 

I 

repi’esentative 

16 . Prior’ to proceeding v/ith the task of 
attempting to isolate a fev/ S&T target areas among 
German industrial firms and/or universities through which 
we ma,y achieve vicarious contact with the Soviets through 
cooperative West German assets j it was thought advisable 
to furnish some more of a detailed picture or German 
firms and, to a lesser extent, universities concerned 
in one way or a,nother with the extremely broad and 



a. Some of the most important groups involved 
in the FRG atomic exiergj*^ program are : 

(1) A.E.G, (Allgemeiue Elektricitaets 
Gesellschaft AG) - company produces electrical, 
electronic, mechanical, nuclear and other types of 
ecjuipnient with ahout oO plants in West Germany and ixuiiierous 
subsidiaries . AEG also has a large research organi-zation 
with facilities at Franl^furt and Berlin. Owned 10 percent 
by GE. 

a. Location: 

(1) AEG Hochaus, Frahkf ui't/Main-Sued 
(Administrative Hqs Plant', Research Center) 

(2) Kahl (near Frankfurt) (Nuclear 
Research Laboratory and Kahl Nuclear Power Station) 

b. Officers: 

(1) Berthold Gamer, Chairman, Management 

Board 

' (2) E, H. Karl Steimel, Director Research 

Institute 

(3) Dr. Alfred Lerbs, Director, Cyclotron 
Division 

(4) Alfred Schuller-, Executive Director, 
Nuclear Energy Division 









NUICEM (ikiclear Chemio uud i.lotallurgie, V/olfgaiig) (70 ijcrcent) 
and Dow Chemical International, Midland, Micliigan (30 percent) 
foi'med ALKEM for the purpose of manufacturing plutonium 
fuel elements for atomic powei' plants including the 
Karlsruhe SNEAK experiment on fast l:)reeder reactors,' ALKEM 
is housed in space at Karlsruhe.) 

a. Location : Leopoldshafen (near LinJtenheini) 

. h. Officers - Dr, Vi'olfgang Stroll 

(3) Deutsche Babcock & 'W'ilcox-Dampfkessel, - 

IVerke AG: The firm produces all types of mechanical equipment 

including boilers, pressure vessels and related macJiinery 

and has several works and a number of subsidiaries . The 

\ 

Atomic Energy Division, centered at Oberha.usen v/ith a 
bJ’anch at Friodrichsf eld , is concerned with design and 
production of atomic reactors. 

a. Location - Duisburger Strasse 375, 

Ober hausen (Headquarters, Plant, 

Research Center) 

Friedr.i.chef eld (Nuclear Research Branch) 

b. Officers; Robert Ja.ntscl).a, Chairman Board 

Hans Lorenz Ewaldsen, Board of 

Directors 

(4) Demag AG - one of the most important 
Yt'est German manufacturers of machinery including rolling 



and riiaterlaJ;^ handling i^Quipinent - service.-^; participation 



in. Intoratom in design ana production of nuclear reactors 

i 

thcPDR .reactor for the nuclear ship "Otto Ilalin". 

( 

a. Ijocation - V/olfgang-Heuter-Platz - 

Duisburg 

b, Officers - Dipl lag Hans Reuter, 

Ch3,irman of the Board . 

I (5) Friesehe & Hopfner - West Germany's 

principal supplier of nuclear instruments. 

a. I-T)cation - Tennenloher Strasse 41, 

Erlangen-Bi'uck 

b. Officers - Fritz Eigen, Manager 

(6) Henschel Vi'erke - one of the leading FRG 
heavy machinery manufacturers producing diesel engines, 
trucks, locomotives, chemical equipment, road machinery, 
machine tools, boilers and in nuclear field performs inter 
alia, service of design and construction of high capacity 
containers . 

a. Location - Ilenschelstrasse 2, Kassel 

b. Officers ~ ? 

(7) W'. C. Heraeus - producer of laboratory 
appa.ratus, equipment for Cjiemical industry, high vacuum 
welting, high vacuum measuring instruments. 



1/Ocarioi! - iiauau/ ;iu.i.i. 



a. 



b. OX'ficers - Dr. Helmut Gx'uber, General 

Hanasier 



(8) Farbwerke lloechst - former part of 
I„G. FARBF.N anti now an important chemical company 
producing inter alia helium, heavy water and performing- 
services such as activation analyzers. 

a. Location - Brueningstrasse, Franltf urt/lvlain 

Iloescht 

b. Officer - Karl Winna,cker, Chairman, 

Ex-Committee 



I 

I 

I 



(9) IBM Deutschland Internationale Buero-r 
Maschinon - computers and date processing systems. 

a. Location - Tuebingor Alice 49, 

Sindelf ingen (near Stuttgart) 

b. Officers: 

V/alther A, Boesenberg, Manager 
Oskar E. Iloerrmann, Manager 
Dr. M. P. Vi'ahl, Deputy Chairman 

(10) INTERATOM - To develop i^saceful uses 

of atomic energy including design and manufacture of nuclear 
reactors and related products . INTERA7X)M omed by Deutsche 
Babcock & Wilcox, Oberhausen; Tlie Atomics International 
Division of North American Aviation Co., Los Angeles and 
Demag, Duisburg, each with one-third Interest . 



a. I.x>cat.ion - Colojjive-BLiifjberg; 

b. Oi'ficers : Claus Berke, Manager 

Fra 111: E. Far is, Manager 

(11) Kernreaktorteile - formed b3?’ AEG 
(55 percent) and GE (45 percent) to make components for 
reactors mfg by AEG and GE. It has technical exchange 

I 

I 

agreement and licensing pi’ogram for GE's boiling v/atei' 
atomic iioiver reactor and GE's nuclear superlieat tecluiology 
for boosting the efficiency of atomic pov/er plants. 

(12) Kloeckncr-Humboldt-Deutz AG - equipment 
.such, as diesel emergency power supply units for reactors, 
v;ater trea.tment plants, etc. 

a. Location - Muelheiraer Stra.sse 149-155, 

Co logne-Deu tz 

b. Officei’s: Heinrich Jakepp, Chairraa.n of 

theExecutive Committee 

(13) Fi'ied, Krupp Apparatebau - complete 
industrial plants. Mfg nuclear products and produced the 
mechanical construction for the 100 mw gas cooled reactor at 
Juelich. 






r 



a. Location: Altendorfer Strasse 103, Essen 



b. Officers: Dr. Payl Heufers, Manager 

Alfred Schmidt - Manager 



(1<) Iiigenieurgemeinnchaf t L'-yboId-I..u:cgi-Uhde - 



Formed by the merger of the nuclcav research divisions of 
Friedrich Uhde, Dortmund; Lurgi fur Cheuotechnilc , Fra.nhfurt 
and Ley bo Id Hochvakuum-Anglagcn , Cologne. Tiiis 
company constructed the laboratory for radioactive Solids at 

the Juelich Nuclc-jar Research Center, Juelich a,nd will 

( 

design a.nd construct the GWK nuclear fuel reprocessing 
plant at Karlsruhe. 

I 

(15) Maschinenf abrik Augsburg-Kuernberg AG 
(MoA„K.) one of West Germany's most important manufacturers 
of machines, vehicles, engines, turbines and toclmical 

equipment. General Electric, Ltd,, U.K., has granted 

( 

licenses to MAR for use of their nuclear patents. 

«- 

(16) Siemens - Research and production On 
extensive basis on all pha.ses of peaceful uses of atomic 
energy . 

(17) EURATOM Install-ations ~ Institute 
established by ETJRATOM, the FRG, the State of Baden-dV'uerttenberg 
and the Gosellschaf t fuor Kernforschung, Karl.sruhe. Resean-ch 
facilities designed for handling and study and fabrication 

of plutonium fuel elements and are presently under construction. 



(2) DNAG ( Dyar. salt- Kobe 1 AG) 



Si;: tochnical 



exchange agreements in the ordmmee fie3-d. 

(3) Erprobungstelle 71, Eckernfoerdo - 
ten exchange agreements coverin.!;; ordnance, pliysics, missile 
technology, etc.' 

t 

( ' 

] ■ (4) Rheinmetall - 9 exchange agreements in 

I 

ordnance, propnilsion fuels, etc. 

(5) AEG and AEG Telef unken - 14 exchange 
agreements in physics, navigation, missile 
techno logj’’ , electronics, etc. 




(6 ) Batelle Memorial Institute , Frankfurt - 
8 exchange agx-eements in physics, ordnance, etc, 

(7) Siemens - 8 exchange agx'eements covering 
navigation, electronics, physics, etc. 

Note: We have a complete listing of West German and U.S. 

concerns involved in the above technical exchange agi'eements 
and fields covered, 

17. Before proceeding to refine cur targeting it 
is interesting: to note that the presence of DRAGONS .rn 
important positions in companies such as A.E.G., Siemens 
and Doelltov.', to name but a fev/, and in institutes such 



universitier; an^ 'tlior orjra.iiisation: coiuiuv. cinj.; basic 

and applied research. 

18. It is suggested that our targeting efiort againi 
W. Gexnnan targets of SJcT interest for the purpose of gett'.<ng 
at the Soviets remain iairly elastic for the time being, 

I 

I 

I 

I 

perhaps along the following lines: 

I 

a. Department of Scientific Defense (MOD)- 
Colonel Robert Grovert as well as various luAAG officers 
including Colonel Raymond S. Iscnson aJre acquainted with 
Ministerial Director V/ahl a,nd presumably other officers 
in the Departmeixt of Scientific Defense. Colonel Grovert 
also stated privately that the U.S. Defense Department has 
a top level German scientist (Dr. Dunquist (Sic.), vdio 
went to the U.S. at tlie end of VAVII, on its payroll. 

He works closely with the German sciejitific establishment. ■ 
Although the personal relationship is a sensitive one, 

Col. Grovert would attempt to elicit the answers to 
an 5 ’’ priority questions which wq might later develop. 

Although Colonel Grovert has been particularly careful 
in his relations to avoid any contar/iination v/ith 
intelligence, he is willing to assist in a circumspect 



bo u mistake to give him a clear view oi our ultiuiato 



obj cctivo . 



Out of the above, we, in time, be able 



to develop a basis for personal friendship v,'ith individual 
in Division T who will talk to us ab<:v<.t possible Soviet 
actions against this- target and what can be done tO turn 
these to our advantage. Considerable exploratory 

■«* 

work can probably be accomplished through oui- above 
embassy contacts which exploratory work could be 
'Started soonest . 



b. Directing Generral Staff of the Luftwaffe - 
Planning - The same general i^rocedure above mentioned 
can be followed here. 

c. BIVB (V/eapons Procurement) - The sane general 
procedure above mentioned can be followed liere . 

d . Ministry of Science and Research - a 
complete target study is in order here - perhaps with the 
help of Dr. Williams but v/ithout revealing our precise 
intentions - with the intention of obtaining data on 
current contacts, if any, between personnel in the above 
mini.stry and the Soviets and attempting to establish some 
frame of I'exerence for the developmeivt of personal 



positions ar‘a such that they v.ould 1:4 lihe)y tarrcets for 



Soviet 



cu 1 1 i vat ioii/e 1 ic i t at ica 



attciapts . 



Further 



exploration among our various contact's may reveal means 



of entree of which we are currently unaware. Third 



national science attaclies could prove to he useful access 

agents. Moreover, introductions could be arranged thi'ough 

*'■ 

I 

U.S. scientists v/ho have contact with scientists from the 
afcove ministry at inteiniational gatherings. We should 
also want to know whether any DRAGONS iire currently 

* r 

employed in the Science Ministry and, for that matter, in 
any of the MOD scientific divisions. 

e. A.E.Go, Frankfurt - vSince A.E.G. is one of 
the largest companies in West Germany v;ith its hand in every 
type of research in the fields of electronics, nuclear 
equipment, etc., it would logically be a target for a 
fairly comprehensive Soviet espionage effort and, 
one won let preseime, an effort to lay the infrastructure for 
a sabotage capability. In terms cf access to personnel in 
thecompany who might be useful in our program, this would have 
to be explored. There is little doubt hov/ever that through 
existing assets useful contacts can be* turned up. This is 



get a liiclpin, hand ironi G.E. iii assistiiip us to identity 
sensitive areas of research in the A,E„G. complex which 
might appeal to the Soviets and perhaps in serx'’ing as a 
bridge to one or more AEG business contacts. We should 
definitely want to do several things as a starter i . c . , 
(a) get an up-to-date listing from BFV and any recent BI 




obtain a listing of any Soviet acceptance engineers 



reflecting where the variovis DRAGONS are emi^loyed, (b)(^ 
visiting A.E.G. v/ithin the past year, (c) obtain any ./la Jt 

A 

background information in our files on Soviet trade ^ 
mission or Soviet embassy personnel visiting A.E.G. plants 
and for what o.stenslble puri:>oses and (d) obtain 
information on A . E .G. /Soviet or A.E.G. bloc commercial^/| 



deals. In terms of the "Soviet Econouiic Offensive" 



companies such as A.E.G. Telefiinken might be more 



vulnerable to Soviet deals than in the j>ast if the 



rumor is true that Phillips has had some recent 



teclmical brealathroughs which render obsolete some of 



Telefiinken ’s equipment. On the economic side, this is 



the sort of thing that bears watching. 




f, Siemens. Evlcxngen : Siemens, the 32nd 



r ogu lar 1 y vicl t 3 ienoiis . Also ^ AKCO LLAPHi:/ 1 v i s i. 1 
Siemens cuiO contact is mn In tallied. Ijolv/ceii Siemens- 
representatives and Tsarapkin. Moreover, since we 
already have a relationship with Siemens top ofricialclor,-. v/hich 
v/e may be able to exploit lor our purposes, wo should be 
remiss not to include it as a target for our experimental 
effort. In terms of target studies, etc,, the same 
thinking applicable to A.E.G. also fits Slemons. 

g. Boelkow, Munich: Although Boelkov/ is in 

Munich, its importance in the weapons research and iDroduction 
field is such that it must certainly be a prime target for the 
Soviets. The general thinking applicable to ca,pabilities 

for getting to A.E.G. is also aiiplicable to Boelliow. 

In this context v/e should examine the various technical 
exchange arguments ' to see which U,S. companies 
might be sending representatives to Boelkow and vice 
versa. 

h. In addition to A.E.G. , Siemens and BoeUiow we 
should consider ii<3nschel and Uhde a.s possible targets. 

Our listing of Soviet acceptauice engineers shows that Henschel 



-T T rl, ..s. 



1 % ^ 4- K K o Y / .n }-i »-i a /"» r* nn rr n 'i** c: \/ 1 « i !• n 



lii.ore cnari six mt, .-lus. v<'e have a J.ong tinv- ..ontact in. Uhcie and 

hope to shortly be placed in touch with the export i.ianager 

* 

of Henschel. 

i. Universitios/Research : Vie should make a 

target study of the principal universities and other, insti- 
tutions engaged in highly sensitive research programs in the 

t 

context of Soviet interest and possible V/OFIR»I capabilities. 

I j . We should assemble data on the nuclear 

research centers at Karlsruhe and Juelich in, the context 
of Soviet interest in terms of security, etc., plus 
our own capabilities for action. 

Koto ; In checking the listing of acceptance engineers here 
for ovei' six months compiled from BFV reports, we could 
not help noticing that, with one or two exceptions, the 
listing did not contain the names of major West German 
industrial firms as areas to be visited. This is simply 
included as an observation. 

19. In accomplishing the above we should be prepared 
to call on existing support assets such as the CAPRAIRIE 
surveillance team, liaison for technical and other operational 
support (as long as our independent goals are substantially 
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introductions. Evon^ 
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our case officers on an across the boar^' 



of the above targets, may find that some 



v/e, v.'li i Itt using 
basis- in terras 
general 



corapa.rtmen.tatiou iii terras of overall goals and progress 
is advisable from the security standpoint. If wc 
commence orienting ou:o thinhing in the above vein, \'/e may 
find occasional valuable targets of opportiuiity ma.uifesting 

t 

themselves on our operational screen which will render 
the above tentative targeting obsolete relevant to the 
S&T field. Of course, if we go ahead on the S&T program, v/e 
must talte a close look at the range of U.S. technical 
representatives posted here and see hov/ they may be able 
to help us. 

20. The Soviet SGsT efforts would logically dovetail 
with their economic offensive. On a theoretical basis one 
would assume thatV-he Soviets would be locking at varioxis 

I 

small companies in West Germany which might be in desperate 
financial straits and willing to enter iiito deals v/itli the 

I 

Sovietedesigned to circuraveht COCOIl controls. On the 

i 

economic .side the activities of such companies could inter 
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modification of those controls which were obvionsly 
serving' no purpose. The Soviets could also logically 
exploit their relations with company officials in tliese 
small companies to perform acts of "industi'ial espionage'" 
against the la.rger firms as a means of gatliering Sf^T 
information. With this in mind we should attempt to 
check out the background and cui'rent activities of sraall 
firms v/hich seem to be fi'equented by Soviet acceptance 
engineers, the knowledge of such visits being at least a 
possible guideline for ufi . For example, the firm A. Ifering 
A.G. , a machinery firm in Nuernberg, currently has five 
Soviet acceptance engineers PCS on its jjremises . A ‘ 

..chock into the Ijackground of this firm ma.y prompt us to 
put It on our target list . 

21. As we commence to get our feet on the ground 
in the S&T field, i.e., if we pursue this line of 
a.ttack - we should keep in mind the possibility tha,t the 
infrequent use of carefully prepared SSiT deception 
information could provide a means for obt-aining PI as 
well as CE information. The subsequent actions on the 



know about a jiivou process and perdaps shed sosiic on 



the basis for their interest. Moreover, high level 



deception information in the S&T field might flush 



out othei' S&T officers seeking the same thing giving us 



an idea of the rela.tivo" priorities involved, etc. 

On balance, one fears that the German S&T scene maj' 

I ' 

I 

currently be a ripe apple for Soviet plucking. If the 
plucking is made more difficult we may see some intei-esting 



22. The German Political Field , 
has long been reporting official con.tacts between West 
German and Soviet officials, their frequency and substance 



usually depending on the nature of the issues at ha.nd. 

The above repoi’ting plus that received through the 
political section - with some ga.ps (for example: FDP/Soviet 
talks) -- would give us a pretty good picture of wha.t is takin 
place at this level. At lower levels where there a,re 
social contacts, for exarai>le, betv/een officers of the Foreign 
Office and Soviet diijlomats, vie are admittedly at a loss 
to project whether the Soviets are "making any money". 



developments fl'ushed out. 
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cfinctr-ntrat j.Qi) raiiibt still b<j Taiidu on idcvit j,fy iui; those thirt! 
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coirntry diplorTmts boliuvx^d to bo in clo^e touch v.ith the 

iSoviets, X.O., insofar as we are able to do this. The 

iSoviets will unquestionably consider Donn as a ripe. 

field fo.r spotting, r«.5?sesslng and cultivating tliird 

national diplomats both for use here and as future inf iltrations 

of their foreign offices. There are certainly many 

diplomats from the underdeveloped areas who ai'e 

expected to render some sort of rexDorting on the \7est 

German scene but who are simply incapable of doing this 

because of language difficulties, absence of background 

information, absence of access to German officialdom except 

On a stei'eotyped basis, etc. Many of these people like 

to put up a good front for home consumption. It is 

believed that the Soviets have long ago developed the 

technique for feeding a prosi^ect and ultimately a 

I'ccruit the type of jpoltica], information that will not ' 

only .serve his personal career interests but in Soviet 

eyes help advance his career in the eyes of the home 

office. Certainly. West Germany v/ith its undercurrent 



